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Executive Summary 

This document presents an update and a final definition of the different tasks described in the 

deliverables written in the scope of the work package 1. To achieve this objective, D1.4 recaps 

on all the ideas written in previous deliverables to build an updated version of the main 

outcomes.  Three previous deliverables were written before D1.4: 

a) Deliverable 1.1 was "a state-of-play analysis of the personal data management and 

personal data economy landscape in terms of tools and methodologies, 

recognizing the ones for inclusion in DataVaults based on stakeholder needs". The 

demonstrators of the project, Andaman7, Prato, Olympiacos, Piraeus and 

MiWEnergia described their use cases and the user stories in the scope of 

DataVaults.  Also, in this deliverable was described a preliminary version of the 

Data Sources that these demonstrators provide to the platform. 

b) Deliverable 1.2. The release of the Semantic Model/Data Model, as its name 

implies, is a definition of the Metadata Model to be used in the scope of the 

project. 

c) Deliverable 1.3. The DataVaults integrated methodology, provided details on how 

components and elements interrelate, describing high-level usage scenarios of the 

concept, formulating the platform’s MVP to provide input to the use cases, the 

architecture and specification tasks in WP3, WP4, WP5. 

All these previous deliverables were written during the 9 first months of the DataVaults 

project (D1.1 Month 3, D1.2 Month 6, D1.3 Month 9). Some of the initial ideas proposed in 

previous deliverables have been revised in this document, while some others have not, as they 

were already enough consolidated.  

As such, one of the objectives of the document is to present a revised state of the 

demonstrators' scenarios. Andaman7, Prato, Olympiacos, Piraeus and MiWEnergia have 

presented a mature idea of their different use cases, user stories and the data sources that 

they will use in the scope of this project. Other concepts that have been also updated are the 

Data Model and the MVP. 

Other valuable results have been obtained in the scope of this document. The final Value Chain 

definition described in this deliverable has been related to another European Project called 

DataBench, to align the big data value chain to the BDV Reference Model and other standards. 

In addition, the stakeholder interaction is presented in this deliverable to capture a relevant 

perspective of the different stakeholders involved in the personal data value chain. In this 

document the main results of the different workshops and surveys made during the first 

months of the project are presented. The stakeholder interaction has an impact and continuity 

work in other work packages, such as WP2, WP6 and WP8. 

Although this document is the final deliverable of WP1, its content cannot be taken as the final 

word of the DataVaults concept. It represents the current understanding of most of the key 

concepts for DataVaults in a condensed way. Therefore, the concept presented in this 

document, although stable, will be under continuous refinement as in any living project. The 
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work done in the scope of WP1 has a clear impact on the technical work packages of 

DataVaults (WP3, WP4 and WP5), and any update from these work packages in the concept 

presented in D1.4 will be reported in the respective work packages. 
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1 INTRODUCTION  

1.1 MOTIVATION  

 

This document summarizes the work done in work package 1. As such, it provides an update 

of the D1.1. document (delivered in M3) with the findings and extra content produced in the 

scope of the work package. D1.1 set the scene for further project developments by clarifying 

the concept to be followed in DataVaults in relation to personal data value chains. As such, 

D1.1. reported extensively on the state-of-the-art on personal data platforms, the initial 

description of the five pilot scenarios, their requirements and account of available or potential 

data sources to be used during the project.  

The information about the state-of-the-art given in D1.1 still holds and there is no need to 

update it in this deliverable. However, it is important to provide an update of the rest of the 

elements reported in D1.1, especially on the scenarios, requirements and datasets used in the 

pilots.  

Besides these updates, this document provides new content in relation to elements such as 

feedback from stakeholders related to the DataVaults concept, the final data and metadata 

models used to structure personal data and the description of the Minimal Viable Product 

(MVP). These elements contribute to the definition of the DataVaults concept and provide a 

closing to the work done in WP1.  

 

1.2 DOCUMENT STRUCTURE  

 

The structure of this document is as follows. 

This section 1 provides the motivation and the introduction to the document.  

Section 2 provides an update of the DataVaults concept with respect to the preliminary work 

reported in deliverable D1.1. To this extent, the section 1) updates where needed the 

scenarios planned by the demonstrators involved in the project;  2) explain changes related 

to the user stories; 3) provides an overview of the data sources available to the project; and 

4) finally provides an overview of the DataVaults data value chain.  

The work in section 0 shows the feedback gathered from different stakeholders.  

Section 0 provides the update of the DataVaults data model. 

Section 0 introduces the DataVaults MVP as well as the methodology followed to deliver it.  

The document summarizes the main achievements and concludes in Section 0 
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2 FINAL CONCEPT DEFINITION  

2.1 INTRODUCTION  

 

This section aims to give an update of the information that was gathered around D1.1 

(DataVaults Data Value Chain Definition).  All the demonstrators have revised what was 

written in D1.1 sections “3 Demonstrators Scenarios”, “4.2 Initial Demonstrators 

Requirements” and “5 Data Sources”.  

Regarding the Scenarios, each demonstrator has checked the state of their scenarios 

described in section 3 of D1.1.  

a) If the scenario didn’t change, the demonstrator has remarked there is no changes and 

has provided a summary of the scenario.  

b) In case there was small changes in the scenario, the demonstrator has highlighted the 

differences with the description made in D1.1. 

c) If the scenario had changed substantially, the demonstrator has stated it and made a 

new version covering the same aspects tackled in D1.1 

The user stories of each scenario of the demonstrators were described in section 4.2 of D1.1. 

As was already mentioned in D1.1, these user stories "are essentially short descriptions of 

functionality told from the user’s perspective. The focus is on why and how the user interacts 

with the software. A user story is essentially a high-level definition of what the software should 

be capable of doing". The demonstrators have reviewed these user stories tables, in order to 

confirm the user stories of each of their scenarios. In case of some change in the user story, 

this has been remarked in the “Observations” field together with the reason for the change. 

Section 5 of deliverable 1.1 has a high-level description of the data sources needed by the 

demonstrators for the different scenarios described in section 3 of D1.1. Once the scenarios 

have been reviewed by the demonstrators, the data source needs for these scenarios may 

have suffered changes as well. But also, the datasets may be subject to structural updates or 

can be used for new scenarios. All this information has been reported on the "source update" 

field of the described datasets. 

 

2.2 UPDATE DEMONSTRATOR SCENARIOS  

 

2.2.1 Sports and activity personal data  

The scenario didn’t change.  

 

Scenario A: Members/Fans – Key stakeholders/sponsors:  With the development of this 

scenario, we encourage fans and athletes to capture, witness and manage their personal data 
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through the platform so we can create a stronger relationship/interaction with the fans and 

encourage to care about the sharing, availability and keeping the data up to date.  

 

Scenario B: Athletes:  Change in training sections, team tactics that implies covering the 

athlete’s expectations offering the appropriate medical and sport equipment 

 

2.2.2 Strengthening entrepreneurship and mobility  

 

There are no significant changes for the scenarios, or relevant changes in the legal and ethics 

situation affecting this demonstrator, at this stage.  The scenarios are as follows: 

Scenario A. Smart mobility services for individuals. This scenario will engage both 

OLYMPIACOS and PIRAEUS and will use location and route data shared by citizens as well as 

by the members taking part in the OLYMPIACOS demonstrator, to better schedule the mobility 

strategy and the relevant services within the city. The data will be collected through the 

DATAVAULTS platform/app. The area of interest will be the surroundings of the OLYMPIACOS 

sport venues. 

Scenario B. Empowering local entrepreneurship. In this scenario, the data to be provided by 

the DataVaults users will be used to better understand consumer behaviors and preferences, 

with the aim to strengthen the local economy through activities that can be brought forward 

by the Municipality. Moreover, Piraeus will invite local entrepreneurship associations (i.e. the 

Piraeus Traders Association) and other interested stakeholders to either join the platform or 

act as 2nd tier data seekers, to test the aspects of the project that have to do with value 

generation and sharing with entities not directly using personal data but that access the 

derivatives of the latter.  

Scenario C. Services for personalized cultural and touristic experiences. This scenario will build 

on data analyzed from the profiles and preferences of the DataVaults platform/app users and 

from data provided by an application of the Municipality of Piraeus called Pireapp, in order to 

create services that target tourists and citizens visiting the city of Piraeus. During this scenario, 

the data to be analyzed will generate reports that will assist the departments of the 

Municipality to better design their strategies regarding the services offered to meet the 

touristic and cultural event demand. This scenario is both aligned and complementary to the 

Digital Strategy20 of PIRAEUS in terms of implementing an integrated Destination 

Management System, engaging citizens and visitors in the interactive definition of the cultural 

content of interest through the analysis of public (i.e. museums & touristic organisations) and 

private (i.e. travel agencies, cruise operators, booking organizations, etc.) data sources. 

2.2.3 Healthcare data retention and sharing  

Scenario A: Andaman7 app will be able to connect to DataVaults platform to store all health 

data entered by the user within the app. This can be retrieved later by the user and act as a 

backup of its medical data.  
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The user will also be able to share its data to data seekers in the health sector.  

Some precision added compared to D1.1: The Andaman7 platform can also act as a data 

seeker.  This will give the ability to collect some client specific data entered in Andaman7. For 

example: Andaman7 provides questionnaires for clinical trials for specific clients. Answers will 

be uploaded by the app to the DataVaults platform, results (raw or computed, 

pseudonymized) will be retrieved by Andaman7 platform and distributed to the client. 

This scenario didn’t change substantially from the one described in D1.1. 

 

Scenario B. Andaman7 users can retrieve any personal medical data uploaded to the 

DataVaults platform by any sources. Retrieved data will be stored to Andaman7 and improve 

the content of PHR (personal health record). 

Calculated data (statistics, comparison to same medical profile, …) can also be retrieved to 

increase Andaman7 content and features. 

This scenario didn’t change compared to D1.1. 

 

2.2.4 Smarthome personal energy data  

 

Three different scenarios can be found for SMARTHOME PERSONAL ENERGY DATA, the 

objective of which is to give the empowerment of electricity consumption data to the data 

owners. Additionally, to complement those data with user’s personal data manually provided 

by them, to promote energy efficiency measures, to improve renewable energy sizing 

processes to promote these measures and to offer customized products or services based on 

customers' tastes and hobbies.  

No changes have been made to the initial proposed scenarios. 

Scenario A: PV installation design for self-consumption  

With the hourly consumption along with additional information such as the location and 

orientation of the building and the type of roof it has, The design of a photovoltaic installation 

for self-consumption can be done correctly, something that is currently not being done by 

many providers of this service, mainly due to the lack of access to the data. 

The main objective is to demonstrate the usefulness of hourly consumption data versus the 

approximations that are used, comparing the sizing of PV installations for users using 

DataVaults data and traditional methods. 

 

Scenario B: Improve profiling of clients to enhance energy efficiency 

Although energy certification is strictly necessary for some procedures, such as renting or 

buying a home. People, in general, do not know the meaning or the implications it represents. 
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In addition, all member countries of the European Union have targets to reduce energy 

consumption and improve energy efficiency. The main problem that this scenario wants to 

cover is to identify which supply points have the most room for improvement. With additional 

user information, such as the size of the house, the year of construction, and the climate zone, 

it can be classified into more or less efficient users. This allows us to have a group where we 

can focus our efforts and offer energy efficiency measures and recommendations to the worst 

performers. 

 

Scenario C: Energy consumption patterns with personal preferences 

One of the main problems and concerns of a service company is to attract and keep customers. 

With the liberalization of the energy sector and increased competition, new techniques such 

as giving away subscriptions to on-demand content platforms or online platform gift cards are 

being used. 

The lack of knowledge about the tastes and interests of customers is the main limitation to 

launch successful campaigns. DataVaults can fill this information gap by encouraging users to 

provide information about themselves. This information, together with the analysis of 

consumption patterns, can provide information about customer behaviour, such as whether 

they go out to have lunch on the weekends and thus offer discounts and related promotions 

to improve customer satisfaction. Additionally, these patterns can improve the company's 

energy purchase forecasting and reduce deviations costs. 

 

2.2.5 Personal data for municipal services and the tourism industry  

The scenario framework has been changed from what designed in D1.1, to make it more 

coherent with the functionalities offered by the DataVaults tools and profit as much as 

possible from the potential offered by a wide set of personal data.  

In particular, Scenario A in D1.1 (“Customer satisfaction analysis for the administration 

services”) has been completely redesigned into “Access to personal data for the analysis of 

mobility solutions” and a scenario C (“Access to personal data for the delivery of personal 

certificates”) has been added, as illustrated below. Scenario B  “Access to personal data for 

the improvement of cultural offer in the city” remained substantially unchanged. 

 

PROBLEM STATEMENT  

Personal data is a very valuable asset for the Mobility Office of the Municipality of Prato, that 

can use it together with other available information to plan mobility solutions in the city 

through the access to citizens’ position, means of transportation, itineraries, etc. Moreover, 

such knowledge can help the Office to identify adequate samples of citizens for the sending 

of surveys on traffic and mobility. Currently, users’ position is available only by resorting to 

data provided by big players like Google, with a cost for the Municipality. Moreover, such big 

players’ approach is very questionable from the privacy point of view, since the user has no 



HORIZON 2020 – 871755 – DataVaults  D1.4 - Updated DataVaults Concept Definition 

©DataVaults Consortium  Page 14 of 102 
 

control over his/her own personal data, and this does not appear in agreement with the 

administration’s public role.  

Another relevant issue for the administration is to assure the full respect of the GDPR 

regulation while releasing civil certificates (birth, marriage, death, residence, family status, 

citizenship, life existence, free state, widowhood, election list inscription) required by citizens 

for specific activities managed by third parties (e. g. house purchase, service registration, etc.). 

Currently, citizens can obtain such certificates either by directly going into the Registry Office 

or using the specific online service, but this means that the administration is aware of the 

user’s need and this is not strictly in line with the GDPR legislation. Moreover, some third 

parties like utilities, banks, etc., require regularly citizens to provide updated information 

included in civil certificates. 

A third interesting issue for the administration is represented by the improvement of the city 

cultural offer, that could be more effectively pursued if local cultural institutions were able to 

access citizens’ and visitors’ personal data, to make market analyses and define adequate 

samples of citizens for the sending of surveys/market campaigns. Currently users’ data related 

to personal cultural interests and the attending of cultural events are not easy to access, since 

most of it is available only by resorting to data provided by big players like Google with a cost 

for cultural institutions. Moreover, such players’ approach is questionable from the privacy 

point of view and the user has no control over his/her own personal data and this might 

produce a lack of trust in the relationship with culture consumers. 

 

Scenario A: Access to personal data for the analysis of mobility solutions 

In this scenario, the Mobility Office acts as a Data Seeker and can access the DataVaults 

platform to look for citizens’ personal data in order to accomplish different types of activities: 

1. to plan mobility solutions in the city through the access to personal data provided by 

citizens (position, means of transportation, itineraries, etc.),  

2. to identify adequate samples of citizens for the sending of surveys on traffic and 

mobility. 

In case of activity 1, the Office might require to access personal data, like profile including 

mean of transportation and GPS position, shared by citizens in the “anonymous” or “persona” 

form and available for Data Seekers classified as “public administration”. Once the Mobility 

Office has downloaded the requested “persona”/”digital twin” datasets (profile, localisation, 

means of transportation, etc.), it can use the visualisation/analysis tools provided by the 

DataVaults platform to support the creation/revision of the mobility plans in the city. Data 

collected with the DataVaults platform can be also integrated with other data already owned 

by the Office. 

In case of activity 2, the Office will require “eponymous” personal data shared by citizens, 

since this option will allow to build more specific citizens’ samples to whom address 

questionnaires/surveys focussed on mobility issues. Alternatively, the Office could require an 
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anonymous selection of citizens and have the platform directly managing the sending of the 

survey. 

In all cases, a compensation for citizen is issued by the DataVaults platform on the basis of the 

specific contract stipulated between the platform and the Data Seeker, by taking the data 

access policy set by the data owner into account. 

 

Scenario B: Access to personal data for the improvement of cultural offer in the city 

In this scenario, a Cultural Institution in the city acts as a Data Seeker and can access the 

DataVaults platform to look for citizens’/visitors’ personal data in order to accomplish 

different types of activities: 

1. to carry out data analysis for the improvement of its cultural offer, 

2. to define adequate samples of citizens/visitors for the sending of surveys/market 

campaigns. 

In case of activity 1, the Cultural Institution might require data like personal profile including 

cultural preferences and GPS position, that citizens/visitors have shared in the 

“anonymous”/”persona” form, allowing access to data seekers like cultural institutions. Once 

the Cultural Institution has downloaded the requested “persona”/”digital twin” datasets 

(profile, localisation, cultural interests, etc.), it can use the visualisation/analysis tools 

provided by the DataVaults platform to support the creation/revision of plans for the 

improvement of its cultural offering in the city. Data collected with the DataVaults platform 

can be integrated also with other data already owned by the Institution. 

In case of activity 2, the Cultural Institution will require “eponymous” data, to identify the 

most suitable samples of citizens/visitors to whom address more tailored surveys on its 

cultural offer. Alternatively, the Office could require an anonymous selection of citizens and 

have the platform directly managing the sending of the survey. 

In all cases a compensation for citizen is issued by the DataVaults platform on the basis of the 

specific contract stipulated between the platform and the Data Seeker, by taking the data 

access policy set by the data owner into account. 

 

Scenario C: Access to personal data for the delivery of personal certificates 

In this scenario a third-party requiring citizen’s certificates (e.g. estate agency, fiscal support 

centre, utilities, banks, etc.) accesses the DataVaults platform as a Data Seeker, with the 

objective of acquiring personal documents shared by the citizen as “eponymous” data, to 

conclude a given process started by the data owner or to get update for its own databases to 

provide services. Although the certificates are managed by the administration, the document 

exchange is carried out in a totally transparent way without the administration being aware 

of it and this makes the whole process more compliant with the GDPR legislation. Moreover, 

the automatic authorised regular downloading of personal certificates by third parties reduces 

burdens for citizens and interested data seekers.  
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SOLUTION 

The DataVaults solution will provide the Municipality (in particular the Mobility Office), the 

local Cultural Institutions and other third parties requiring personal data with a tool that leaves 

the individual in full control of his/her data, as this is voluntarily shared with the 

administration and other institutions, thus ensuring the full respect of the GDPR regulation. 

This will enlarge the data base at disposal of the Mobility Office and the cultural institutions 

to improve their analyses. Moreover, the possibility for the citizens/visitors to get a 

compensation for the provision of their personal data will introduce more equity in the data 

exchange process, while strengthening the trust relationship between data owners and data 

seekers. In addition, the DataVaults approach will allow both the Prato administration and 

local cultural institutions to overcome the current limitations and costs to accessing citizens’ 

personal data due to the excessive power of big data players.  

 

2.3 UPDATE ON DEMONSTRATORS USER STORIES 

 

Table 1 - Updated User Stories 

OLYMPIACOS: Sports and activity personal data 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a fan 

I want to store a 
copy of my 

personal data on a 
highly secured 
cloud storage 

To back it up. Yes  

As a fan 

I want to control 
my personal data 
and social media 

activity 

To control who can 
have access to a 

specified portion of 
my data. 

Yes  

As a fan 
I want to 

preconfigure data 
seeker categories 

To control who can 
have access to a 

specified portion of 
my personal data. 

Yes  

As a fan 
I want to control 

my data 

To determine what 
part of my data can 
be shared to third 

parties. 

Yes  

As a fan 
I want to keep track 

of all data 
transactions 

So that that I give 
consent to ensure 
security and trust. 

Yes  

As a fan 

I want my data to 
be fully 

anonymized or 
pseudonymized 

To protect data 
being identified as 

being mine. 
Yes  
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before sharing to 
third parties. 

As a fan 

I want to download 
on my smartphone 
all personal data 

uploaded by 
various sources on 

a highly secured 
cloud storage 

To securely store 
and keep all aspects 
my personal record 

up to date. 

Yes  

As a fan 
I want to have app 
functionalities on 
my smartphone 

So that I can check 
and update my 

personal data in the 
administration CRM 

system 

Yes  

As a fan 

I want to receive a 
notification on my 
smartphone when 

my personal data is 
accessed 

So that I am aware 
of whom is using it 

and why 
Yes  

As a fan 
I want to agree on 

the usage of my 
personal data 

So that I can get 
rewarded by those 

using it 
Yes  

As a fan 

I want to have full 
control over my 
personal data 
accessibility 

So that I can decide 
and authorise the 

level of disclosure it 
should have 

Yes  

As sport club 
I want to know 

about my 
customer´s likes 

So that I can 
improve my services 

to them 
Yes  

As sport club 

I want to know 
about my 

customer´s habits 
and interests 

So that I can 
implement the most 
suitable marketing 

campaigns, improve 
the fan experience 

and build a stronger 
relationship with 

them 

Yes  

As sport club 
I want to access 

anonymised 
personal data 

So that I can build 
statistics over it 

Yes  

As sport club 

I want to access 
updated contact 
data of service 

users 

So that I can inform 
the about the match 

schedule and the 
Club General 
Assemblies 

Yes  

As sport club 
I want to access 

different rewarding 
options 

So that I can 
propose the most 

suitable to the fans 
Yes  

As sport club 
I want to know the 

level of fan 

So that I can 
examine the level of 
the fan satisfaction 

Yes  
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satisfaction 
through surveys 

and improve the 
provided services 

As sport club 
I want to access 

anonymised 
personal data 

So that I can 
approach the 

interest of new 
sponsors 

Yes  

As a data seeker 
(sponsor) 

I want to access 
anonymised 

personal data 

So that I can 
organize my 

strategies better 
based on the 

customers’ profiles 

Yes  

As a data seeker 
(sponsor) 

I want to access fan 
personal data of 

service users 

So that I can send 
them advertisement 
about the sponsor 
products/services 

Yes  

As a data seeker 
(sponsor) 

I want to access fan 
location and social 

media data 

So that I can 
organize and run 

events and 
campaigns focused 

on the fans’ 
interests 

Yes  

As a data seeker 
(sponsor) 

I want to analyse 
fan data 

So that I can build 
user profiling for 

market needs 
Yes  

Scenario B. Athletes 

As an athlete 

I want to store a 
copy of my 

personal data on a 
highly secured 
cloud storage 

To back it up. Yes  

As an athlete 
I want to control 
my personal data 

I want to control 
who can have 

access to a specified 
portion of my data. 

Yes  

As an athlete 
I want to control 
my personal data 

I want to approach 
the interest of new 
personal sponsors 

Yes  

As an athlete 
I want to 

preconfigure data 
seeker categories 

To control who can 
have access to a 

specified portion of 
my personal data. 

Yes  

As an athlete 
I want to control 

my data 

To determine what 
part of my data can 
be shared to third 

parties. 

Yes  

As an athlete 
I want to keep track 

of all data 
transactions 

So that that I give 
consent to ensure 
security and trust. 

Yes  

As an athlete 
I want my data to 

be fully 
anonymized or 

To protect data 
being identified as 

being mine. 
Yes  
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pseudonymized 
before sharing to 

third parties. 

As a coach 
I want to access 

athletes personal 
and sport data 

So that I can plan 
the training sections 

and the tactics 
based on the 

athletes profiles 

Yes  

As a coach 
I want to access 

athletes personal 
and sport data 

So that I can scout 
athletes to improve 

the quality of the 
squad 

Yes  

As a data seeker 

I want to access 
anonymized sport 
data of multiple 

athletes 

To help improve the 
sport sector. 

Yes  

As a data seeker 
I want to access 

analytics sport data 
of multiple athletes 

To help improve the 
sport sector. 

Yes  

As a health data 
source (e.g. 

hospital) 

I want to add some 
health data to an 
athlete’s health 

record. 

To ensure that it is 
complete and up to 

date. 
Yes  

PIRAEUS: STRENGTHENING ENTREPRENEURSHIP AND MOBILITY 

Scenario A.  Smart   Mobility   Services   for   Individuals 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a citizen- fan 
I want to have app 
functionalities on 
my smartphone 

So that I can avoid 
traffic during events 

Yes  

As a citizen- fan 
I want to have app 
functionalities on 
my smartphone 

So that I can be 
notified on events 

happening near the 
stadiums 

Yes  

As a citizen- fan 
I want to have app 
functionalities on 
my smartphone 

So that I can provide 
personal data in 
addition to that 

included in Pireapp 

Yes 

Change in 
description 

from ‘by law 
in the 

population 
registry’ to ‘in 

Pireapp’ 

As a data seeker 
(Municipality or 

third party) 

I want to access 
anonymized traffic 
and route data of 
multiple citizens-

fans, during events 

To study flows 
during events and 

propose 
decongestion 

solutions 

Yes  

As a local 
government 
institution 

I want to have a 
mobility plan 
during events 

To better serve 
citizens-fans 

Yes  
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As a sports club 
I want to provide 

information to the 
fans 

To avoid last minute 
congestions and 
enhance the fan 

experience 

Yes  

Piraeus Scenario B.  Empowering local entrepreneurship 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can be 
notified on sale 

deals 
Yes  

As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can search 
nearest shop 

location 
Yes  

As a data seeker 
(Municipality, 
Local Traders 

Association, Local 
Chamber of 
Commerce) 

I want to access 
anonymized data of 

multiple citizens 
regarding shopping 

preferences 

To analyze the data 
and produce 
indicators on 

shopping trends and 
behaviors 

Yes  

As a data seeker 
(Municipality, 
Local Traders 

Association, Local 
Chamber of 
Commerce) 

I want to access 
anonymized data of 

multiple citizens 
regarding shopping 
preferences as well 

as derivatives of 
these data (see 

case above) 

To organize events, 
sales and promote 

the local trade 
center 

Yes  

As a data seeker 
(Individual 

traders) 

I want to access 
anonymized data of 

multiple citizens 
regarding shopping 

trends 

To provide instant 
sale opportunities 
and personalized 

Yes  

As a local 
government 
institution 

I want to provide 
information and 
tools to the local 

stakeholders 

To enhance local 
entrepreneurship 

and local economy 
Yes  

Piraeus Scenario C.  Services for personalized cultural and touristic experiences 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a 
citizen/tourist 

I want to have app 
functionalities on 
my smartphone 

So that I can be 
informed on events 
and sights based on 

personal cultural 
and recreational 

interests 

Yes  

As a 
citizen/tourist 

I want to have app 
functionalities on 
my smartphone 

So that I can 
communicate 

whether I attended 
an event or share 

Yes  
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my tourist 
experience 

As a 
citizen/tourist 

I want to have app 
functionalities on 
my smartphone 

So that I can 
communicate 

whether I liked or 
not an attended 

event or an 
experience 

Yes  

As a 
citizen/tourist 

I want to have app 
functionalities on 
my smartphone 

So that I can plan a 
sightseeing route 

(walk, bus or 
alternate) 

Yes  

As a destination 
management 
organization 

I want to access 
anonymized 

personal data of 
tourists 

So that I can build 
statistics over It 
(entertainment 

preferences, 
shopping behavior, 
places visited, likes 

and dislikes etc.) 

Yes  

As a destination 
management 
organization 

I want to create 
derived indicators 

and statistics 
combined with 

anonymized 
personal data of 

tourists 

So that I can plan a 
destination 

management 
strategy based on 

existing or 
upcoming touristic 

flows 

Yes  

As a destination 
management 
organization 

I want to access 
citizen/tourist 

personal data of 
service users 

So that I can 
communicate 

scheduled cultural 
events based on 
user preferences 

Yes  

As a destination 
management 
organization 

I want to push a 
notification on user 

smartphone 

So that I can get 
feedback on my 

promotion strategy 
Yes  

Piraeus: All scenarios 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a user 
I want to control 

my data 

I want to control 
who can have 
access to all or 

portion of my data. 

Yes  

As a user 
I want to 

preconfigure data 
seeker categories 

To control who can 
have access to all or 
portion of my data. 

Yes  

As a user 
I want to control 

my data 

To determine what 
part of my data can 
be shared to third 

parties. 

Yes  
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As a user 
I want to keep track 

of all data 
transactions 

So that that I give 
consent to ensure 
security and trust. 

Yes  

As a user 

I want my data to 
be fully 

anonymized or 
pseudonymized 

before sharing to 
third parties. 

To protect data 
being identified as 

being mine. 
Yes  

As a user 

I want to be 
notified before 

consenting to share 
data, in case where 
combination with 
pre-shared data 

can lead to 
identification. 

To protect from 
identification. 

Yes  

MIWENERGIA: SMARTHOME PERSONAL ENERGY DATA 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a customer 

I want to know 
information about 

my energy 
consumptions 

So that I could 
modify my 

consumptions times 
and spend less 

money 

Yes  

As a customer 
I want to have 
access to my 
energy bills 

So that I can check  
what I am spending 

on 
No 

With the 
energy should 

be enough 

As a customer 
I want to have 

recommendations 
to save energy 

So that I can save 
money 

Yes  

As a customer 

I want to have 
information about 

renewables 
systems 

So that I can spend 
less energy and help 

the environment 
Yes  

As a customer 
I want to know my 
energy efficiency 

So that I can 
improve my energy 

efficiency 
Yes  

As a customer 

I want personals 
recommendations 

according to what I 
like 

So that I can find 
easily what I’m  

looking for 
Yes  

As an electricity 
retailer 

I want to know 
about my 

customer´s likes 

So that I can 
improve my services 

to them 
Yes  

As an electricity 
retailer 

I want to know 
information about 

other electricity 
retailers clients 

So that I can offer 
them a better tariff 

Yes 

Perhaps 
introduce the 

electricity 
supplier with 
whom they 
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have a 
contract. 

As an electricity 
retailer 

I want to offer 
photovoltaic 

systems to my 
customers 

So that I can 
improve the energy 
mix becoming more 
green and attractive 

for the customers 
And to have an 

additional line of 
business in addition 
to electricity supply. 

Yes  

As an electricity 
retailer 

I want to know 
about my 

customer´s habits 

So that I can 
estimate my global 
electricity demand 

better 

Yes  

As an electricity 
retailer 

I want to improve 
my customer 

portfolio 

So that I can grow 
and improve 

Yes  

     ANDAMAN7: HEALTHCARE DATA RETENTION AND SHARING 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a user 

I want to store a 
copy of my health 
data on a highly 

secured cloud 
storage 

To back it up. Yes  

As a data seeker 

I want to access 
anonymized health 

data of multiple 
patients 

To help improve the 
health sector. 

Yes 

During 
demonstration
s, Andaman7 
will act as the 
data seeker 
but it can be 

any other 
health 

company 

As a data seeker 

I want to access 
analytics health 
data of multiple 

patients 

To help improve the 
health sector. 

Yes 
same 

observation 

As a user 
I want to control 
my health data 

I want to control 
who can have 

access to a specified 
portion of my health 

data. 

Yes  

As a user 
I want to 

preconfigure data 
seeker categories 

To control who can 
have access to a 

specified portion of 
my health data. 

Yes  

As a user 
I want to control 
my health data 

To determine what 
part of my health 

Yes  
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data can be shared 
to third parties. 

As a user 
I want to keep track 

of all data 
transactions 

So that I give 
consent to ensure 
security and trust. 

Yes  

As a user 

I want my data to 
be fully 

anonymized or 
pseudonymized 

before sharing to 
third parties. 

To protect data 
being identified as 

being mine. 
Yes  

As a user 

I want to download 
on my smartphone 
all personal health 
data uploaded by 
various sources on 

a highly secured 
cloud storage 

To securely store 
and keep all aspects 
my personal health 
record up to date. 

Yes  

As a user 
I want to control 

my personal online 
health record. 

To determine who 
can add health data 

to it 
Yes  

As a user 
I want to keep track 

of my personal 
health record. 

To monitor all the 
changes (what, who 
and when) done to 

it. 

Yes  

As a health data 
source (e.g. 

hospital) 

I want to add some 
health data to a 
patient health 

record. 

To ensure that it is 
complete and up to 

date. 
Yes 

During 
demonstration
s, Andaman7 
will act as a 
data source 

As a user 

I want to know 
what other people 
correspond to my 

profile. 

In order to compare 
my results to those 

with a similar 
profile to me. 

Yes  

As a user 

I want to get 
statistical results 

from other people 
corresponding to 
my health profile. 

To compare my 
results with them. 

Yes  

PRATO: PERSONAL DATA FOR MUNICIPAL SERVICES AND THE TOURISM INDUSTRY 

Scenario 1 - Customer satisfaction analysis for the administration services 

Subject/Who?: 
“As a <type of 

user>” 

Action/What?: “I 
want <some 

desired outcome>” 

Reason/Why?: “so 
that <some 

reason>” 

Confirmed 
User story 
(Yes/No) 

Observations 

As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can check 
and update my 

contact data in the 
population registry 

No 

Cancelled due 
to changes in 
the scenario 
with respect 

to D1.1 
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As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can build 
and update my 

personal profile, 
including mobility 

preferences 

Yes 

New user 
story with 
respect to 

D1.1 

As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can check 
and update my 

personal data in the 
administration CRM 

system 

No 

Cancelled due 
to changes in 
the scenario 
with respect 

to D1.1 

As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can provide 
personal data in 
addition to that 

included by law in 
the population 

registry 

No 

Cancelled due 
to changes in 
the scenario 
with respect 

to D1.1 

As a citizen 

I want to visualise 
all my personal 

data on my 
smartphone 

So that I can 
understand who 

owns and manages 
it 

Yes  

As a citizen 

I want to visualise a 
map of all my 

personal data on 
my PC 

So that I can 
understand who 

owns and manages 
it 

Yes  

As a citizen 

I want to receive a 
notification on my 
smartphone when 

my personal data is 
accessed 

So that I am aware 
of whom is using it 

and why 
Yes  

As a citizen 

I want to select the 
type and frequency 
of notifications on 
the usage of my 

data 

So that I can limit 
those to the most 

important ones 
Yes  

As a citizen 
I want to agree on 

the usage of my 
personal data 

So that I can get 
rewarded by those 

using it 
Yes  

As a citizen 

I want to have full 
control over my 
personal data 
accessibility 

So that I can decide 
and authorise the 

level of disclosure it 
should have 

Yes  

As a citizen 
I want to access my 

Personal Wallet 

So that I can check 
my rewards for the 
use of my personal 

data 

Yes  

As a citizen 

I want to perform 
the same actions 
both through the 
app and on my PC 

So that I feel more 
comfortable 

Yes  
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As an 
administrator of 
digital services in 
the municipality 

I want to access 
anonymised 

personal data 

So that I can build 
statistics over it 

Yes  

As an 
administrator of 
digital services in 
the municipality 

I want to access 
updated contact 
data of service 

users 

So that I can send 
them a survey for 

customer 
satisfaction 

No 

Cancelled due 
to changes in 
the scenario 
with respect 

to D1.1 

As an operator in 
the Mobility Office 

I want to access 
citizens’ personal 
profile including 

mobility 
preferences in 

eponymous/anony
mous form 

So that I can build 
citizen samples and 
send them specific 

surveys 

Yes  

As an operator in 
the Mobility Office 

I want to access 
different rewarding 

options 

So that I can 
propose the most 

suitable to the users 
Yes 

The Subject 
has been 

changed from 
“administrator 

of digital 
services in the 
municipality” 

in D1.1 

As an operator in 
the Mobility Office 

I want to download 
the results of the 

survey 

So that I can store it 
for further use 

Yes 

The Subject 
has been 

changed from 
“administrator 

of digital 
services in the 
municipality” 

in D1.1 

Prato: Scenario 2 - Approval and use of cultural and tourist services in the city 

As a 
citizen/tourist 

I want to have app 
functionalities on 
my smartphone 

So that I can provide 
personal data such 
as contact data and 

cultural interests 

Yes  

As a 
citizen/tourist 

I want to get a 
prompt on my 
smartphone 

So that I can 
communicate 

whether I attended 
a given event or not 

Yes  

As a 
citizen/tourist 

I want to get a 
prompt on my 
smartphone 

So that I can 
communicate 

whether I liked or 
not an attended 

event 

Yes  

As a 
citizen/tourist 

I want to get a 
connection with my 

social accounts 

So that I can post 
comments over an 

attended event 
No 

Change in the 
previous D1.1 

scenario 

As a citizen 
I want to visualise 

all my personal 
So that I can 

understand who 
Yes  
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data on my 
smartphone 

owns and manages 
it 

As a citizen 

I want to visualise a 
map of all my 

personal data on 
my PC 

So that I can 
understand who 

owns and manages 
it 

Yes  

As a citizen 

I want to receive a 
notification on my 
smartphone when 

my personal data is 
accessed 

So that I am aware 
of whom is using it 

and why 
Yes  

As a citizen 

I want to select the 
type and frequency 
of notifications on 
the usage of my 

data 

So that I can limit 
those to the most 

important ones 
Yes  

As a citizen 
I want to agree on 

the usage of my 
personal data 

So that I can get 
rewarded by those 

using it 
Yes  

As a citizen 

I want to have full 
control over my 
personal data 
accessibility 

So that I can decide 
and authorise the 

level of disclosure it 
should have 

Yes  

As a citizen 
I want to access my 

Personal Wallet 

So that I can check 
my rewards for the 
use of my personal 

data 

Yes  

As a cultural 
institution 

I want to access 
anonymised 

personal data 

So that I can build 
statistics over it 

Yes 

Added 
“including 

cultural 
interests” with 

respect to 
D1.1 

As a cultural 
institution 

I want to access 
citizen/tourist 

personal data of 
service users 

So that I can send 
them advertisement 

on scheduled 
cultural events 

Yes  

As a cultural 
institution 

I want to access 
citizen/tourist 

personal data on 
cultural interests 

So that I can build 
samples to whom 

send surveys on my 
cultural offer 

Yes New 

As a cultural 
institution 

I want to access 
different rewarding 

options 

So that I can 
propose the most 

suitable to the users 
Yes  

As a cultural 
institution 

I want to push a 
notification on user 

smartphone 

So that I can get 
feedback on 

attendance to my 
cultural events 

Yes  

As a cultural 
institution 

I want to access 
user location data 

So that I can track 
cultural itineraries 

in the city 
Yes  
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As a cultural 
institution 

I want to issue a 
prompt on the 
smartphone of 

users attending my 
cultural events 

So that I can 
suggest them to 

post some comment 
over the attended 

event on their social 
channels 

No 
Change in the 
previous D1.1 

scenario 

As a cultural 
institution 

I want to analyse 
user data per 

attended event 

So that I can build 
user profiling for 

market needs 
Yes  

Prato: Scenario 3 - Access to personal data for the delivery of personal certificates 

As a citizen 
I want to have app 
functionalities on 
my smartphone 

So that I can share 
my civil certificates 

Yes New 

As a third party 

I want to access 
citizen’s personal 

profile and 
certificates 

So that I can check 
the availability of 

and download 
personal certificates 

Yes New 

 

2.4 UPDATE DATA SOURCES 

 

2.4.1 Sports and activity personal data 

 

AVAILABLE DATA 

Table 2 - Update Available Data Olympiacos 

Source Type of data Description 
of the data 

Volume Origin Scenario Source 
Update 
(Yes/No) 

User/Personal 
data 

Structured 
data 

-Personal 
Data 
Information 
-Personal 
Governmenta
l Data 
-
Demographic
s 
-Contact 
details 
(Email, 
Mobile 
phone) 
-Personal 
Social Media 
Accounts 
-
Member/Fan 
Number 

 200000 
records 

CRM 
system 
(Microsoft 
Dynamics) 

1  
NA 
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Data coming 
from medical 
exams 

Structured 
data 

Ergometric 
and medical 
exams 
-Statistical 
reports 
-Sport 
exercise/activ
ity 

2000 
records 

 2 NA 

 

NEEDED DATA 

Table 3 - Update Needed Data Olympiacos 

Source Type of data Description of the data Scenario Source 
Update 
(Yes/No) 

Social 
netwo
rk 

Structured 
data / Media 

-User preferences 
-Activity and mobility data 

1 NA 

Locati
on 
data 

Geospatial / 
Temporal 

User position 1 NA 

Data 
comin
g from 
medic
al 
exams 

Structured 
data / Media 
/ IoT 

Specialist report, tests, analysis 2 NA 

 

2.4.2 Strengthening entrepreneurship and mobility 

 

AVAILABLE DATA 

Table 4 - Update Available Data Piraeus 

Source Type of data Description 
of the data 

Volume Origin Scenario Source 
Update 
(Yes/No) 

Populatio
n registry 

Structured data Demograph
ics 

400.000 
citizens 

Hellenic 
Statistical 
Authority 

2,3 YES 
Datasourc
e cannot 
be widely 
available 

and also it 
will not be 
required 
for the 

purposes 
of the 

scenarios 
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Personal 
Data  

Structured data -Personal 
Data 
Information 
-Profile 
-Contact 
details 
(Email, 
Mobile 
phone) 
-Personal 
Social 
Media 
Accounts 

1.000 records Pireapp 2,3 NO 

Location 
Data 

Geospatial / 
Temporal 

Live 
location of 
municipal 
buses 

10 buses Piraeus 
Intelligent 
City 

1 YES 
Outdated, 
currently 

not 
working 

WiFi 
access 

Structured data -Login Data 
-General 
location 
data 

200 Access 
Points 

WiFi access 
points 

2,3 No 

Feedback General text -Feedback 
-Opinions 
-
Suggestions 

100 Answers All apps, 
social 
media and 
websites 

1,2,3 NO 

 

NEEDED DATA 

Table 5 - Update Needed Data Piraeus 

Source Type of data Description of the data Scenario Source 
Update 
(Yes/No) 

Personal 
data 

Structured data Any Personal data provided by the 
user: 
-Profile 
-Places visited 
-Buying preferences 
-Entertainment preferences 

2,3  

Location 
data 

Geospatial / 
Temporal 

Location Data through GPS or 
mobile phone to track live mobility 
through big events 

1,2,3  

Social 
network 

Structured data / 
Media 

-User preferences 
-User profile 
-Activity and mobility data 

2,3  

 

2.4.3 Healthcare data retention and sharing 

 

AVAILABLE DATA 
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Table 6 - Update Available Data Andaman7 

Source Type of data Description 
of the data 

Volume Origin Scenario Source 
Update 
(Yes/No) 

User data Structured data / 
Media 

Any health 
data 
(Specialist 
report, 
tests, 
analysis, 
consultatio
n report, 
clinical 
trials data 
…) 

UNKNOWN Mobile 
app 

1,2 Yes. Added 
“clinical 

trial data” 
to 

description. 
Added 

media to 
type of data 

Wearable 
data 

IoT Steps, sport 
activity, 
cardiac 
activity, ... 

UNKNOWN Mobile 
app 

1,2 NA 

Data 
coming 
from 
health 
professio
nals / 
institutio
ns 

Structured data / 
Media 

Specialist 
report, 
tests, 
analysis, 
consultatio
n report, ... 

UNKNOWN Mobile 
app 

1,2 NA 

 

NEEDED DATA 

Table 7 - Update Needed Data Andaman7 

Source Type of data Description of the data Scenario Source 
Update 
(Yes/No) 

Data 
coming 
from health 
professional
s / 
institutions 
(new 
sources) 

Structured data / 
Media 

Specialist report, tests, analysis, 
consultation report, ... 

1 NA 
 

Calculated 
data / stats 
/ graphs 
based on 
medical 
data 

Structured data / 
Media 

Calculated data, statistics, graphs 
that are based on owner data 
and data from same medical 
group profile 

2 Yes, New 
data 

source 
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2.4.4 Smarthome personal energy data  

 

AVAILABLE DATA 

Table 8 - Update Available Data MIWEnergia 

Sour
ce 

Type 
of 
data 

Description 
of the data 

Volume Origin Scenario Source 
Update 
(Yes/No) 

Ener
gy 
cons
ump
tion 
data  

Stru
ctur
ed 
data 

Consumptio
n given by 
the DSO.  
Only our 
clients. 

1,27MB/user
/year 

MIWenergia 
Database 
(API)  

All Yes 
Although 

the 
initial 

source is 
the 

electricit
y 

distributi
on 

compan
y, the 

connecti
on to 

DataVaul
ts is 

through 
the 

MIWene
rgia API 

to its 
database

. 
The API 

is 
finalized 

and 
docume
ntation 

and 
access 
will be 
shared 
shortly. 

Pers
onal 
data 

Stru
ctur
ed 
data 

Full name, 
bank 
account, 
address. 
Only our 
clients. 

Unknown The user by 
signing the 
contract. 

All NA 

 

NEEDED DATA 
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Table 9 - Update Needed Data MIWEnergia 

Source Type of data Description of the data Scenario Source 
Update 
(Yes/No) 

User data Structured 
data 

- Number of  inhabitants per building 

-  Worktime,  

- Preferences. 

- Hobbies 

- Tastes 

- Daily habits 

2 & 3 Restructur
ing of 

content 
between 
the two 
sources 

Dwelling  Structured 
data 

- Location 

- Year of construction 

- Size of the apartment 

- Available outside space 

- Kind of roof (slope or flat). 

- Available outside space orientation 

1 & 2 Restructur
ing of 

content 
between 
the two 
sources 
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2.4.5 Personal data for municipal services and the 

tourism industry 

 

AVAILABLE DATA 

Table 10 - Update Available Data Prato 

Source Type of 
data 

Description of the 
data 

Volume Origin Scenario Source 
Update 
(Yes/No) 

Populatio
n registry 

Structured 
data 

- Personal data 

(name, address, 

fiscal code, place of 

birth, etc.) 

- Family data 

(members, 

relationships, etc.) 

- Citizens living 

abroad 

- Citizens no longer 

living in the city 

250.000 
citizens 
 
200 GB 

Database 
used by the 
municipality 
of Prato, to 
manage the 
population 
registry 

3  
NA 

Service 
contact 
data 

Structured 
data 

- Name/surname 

- Email 

- Mobile number 

- Contact channel 

choice for City 

Council services 

61.500 
Citizens 
 
8,5 GB 

CRM and 
eService 
authenticati
on system of 
City Council 

1,2 NA 

Social 
network 

Structured 
data / 
media 

- Posts 

- Contacts 

500.000 
persons 

- Facebook 

- Twitter 

- Instagram 

1,2 NA 

 

NEEDED DATA 

Table 11 - Update Needed Data Prato 

Source Type of data Description of the data Scenario Source 
Update 
(Yes/No) 

Personal data Structured data - Any Personal data provided by the 

user (name, address, phone, email, 

etc) 

- Personal interests 

- Email accounts stored on the 

smartphone 

1,2  
NA 

Location data Geospatial / 
temporal 

User position 1,2 NA 

Event 
participation 

Structured data 
/ Text 

Text string / Boolean 2 NA 

Event 
evaluation 

Structured data  Likert scale (1-5) 2 NA 
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2.4.6 Testbed table 

This section will introduce the concept of the testbed table used in DataVaults. This testbed 

table is created to cover in a thorough way the analysis of the different data types involved in 

this project. This data will be provided not only by the demonstrators, other external data 

sources will be used to complement this table. 

In a general way, the testbed “provides a means to improve the understanding of the 

functional requirements and behavior of the system. A testbed uses to focus in a specific subset 

of the total system” [4].  

Towards, this testbed environment is implemented to analyze not only the benefits and 

capabilities of the platform, but also the shortcomings and limitations. These limitations may 

have different origins, such as complexity, licensing issues or size. 

The DataVaults testbed tabled created inside work package 1 will be used by most of the tasks 

involved in work package 3 (Bundles for Secure Data Sharing and Access, Privacy and Trust 

Preservation and IPRs Management) with the target of identifying, monitoring and analyzing 

relevant legal and regulatory issues that can yield into data-sharing prohibitions. 

Although the platform is created to manage, share and store personal data, the testbed table 

described in this section is not only focused on the individual's data.  Data that also can be 

useful for the different demonstrator's scenarios are described in these tables. 

Four different categories are extracted from the tables: 

a) PERSONAL DATA: Most of them obtained by the different applications that allow you 

to retrieve your own data. Table 12 

 

b) SOCIAL MEDIA: Typical social media platforms that allow you to retrieve your personal 

data and also another kind of information useful for analytics. Table 13 

 

c) HEALTH DATA: Personal health data retrieval by wearables. Table 14 

 

d) OTHER DATA: Data such as weather data or cultural events that are useful for the 

scenarios. Table 15 

These tables recap briefly the steps to access the described different data. Connection and 

Documentation URL describes the way to connect to the different sources. Other features as 

Auth / Security, limitations, and Licensing issues are described in the tables. 

Table 12 - Personal Data 

Name Connection 
URL 

Documentation 
URL 

Auth / 
Security 

Licensing 
issues 

Limitations Extra 
comments 

Facebook 
Graph API 

graph.facebo
ok.com 

https://developers
.facebook.com/do
cs/graph-api 

OAuth2 https://dev
elopers.face
book.com/t
erms/ 

https://devel
opers.facebo
ok.com/docs/

graph-
api/overview

Apps have to 
go through 

an App 
Review and 

Business 
Verification 

https://docs.google.com/spreadsheets/d/1MfFulqilD1wdVBCMAK2RoVot6fuPyY59iD0dPw5Vfmk/edit#gid=0
https://docs.google.com/spreadsheets/d/1MfFulqilD1wdVBCMAK2RoVot6fuPyY59iD0dPw5Vfmk/edit#gid=0
http://graph.facebook.com/
http://graph.facebook.com/
https://developers.facebook.com/docs/graph-api
https://developers.facebook.com/docs/graph-api
https://developers.facebook.com/docs/graph-api
https://developers.facebook.com/terms/
https://developers.facebook.com/terms/
https://developers.facebook.com/terms/
https://developers.facebook.com/terms/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/app-review?locale=en_US
https://developers.facebook.com/docs/app-review?locale=en_US
https://developers.facebook.com/docs/apps/business-verification/
https://developers.facebook.com/docs/apps/business-verification/
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/rate-
limiting/ 

process 
before going 

live 

Linkedln  https://www.linke
din.com/develope
rs/ 

OAuth2  A normal 
developer 
can only 

request basic 
profile 

information 
(name, 

surname, 
profile pic) 

 

Google 
takeout 

https://takeo
ut.google.co
m/?hl=es 

    Due to GDPR, 
companies 

must provide 
a way for 
users to 

gather their 
data. This is 

the approach 
followed by 

these 
companies, 
from your 
profile you 

can request a 
file with all 
your data.  

As far as we 
know they 

don't provide 
a data model 

or 
documentati

on about 
these files. It 

might be 
useful for the 

project but 
difficult to 

use. 

Facebook 
"Takeout" 
 

https://www.
facebook.co
m/dyi/?referr
er=yfi_setting
s 

    

 

Table 13 - Social Media 

Name Connection 
URL 

Documentation 
URL 

Auth / 
Security 

Licensing 
issues 

Limitations Extra 
comments 

Facebook 
Graph API 

graph.facebo
ok.com 

https://developers
.facebook.com/do
cs/graph-api 

OAuth2 https://dev
elopers.face
book.com/t
erms/ 

https://devel
opers.facebo
ok.com/docs/

graph-
api/overview

/rate-
limiting/ 

Apps have 
to go 

through an 
App Review 

and 
Business 

Verification 
process 

https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://www.linkedin.com/developers/
https://www.linkedin.com/developers/
https://www.linkedin.com/developers/
https://takeout.google.com/?hl=es
https://takeout.google.com/?hl=es
https://takeout.google.com/?hl=es
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
http://graph.facebook.com/
http://graph.facebook.com/
https://developers.facebook.com/docs/graph-api
https://developers.facebook.com/docs/graph-api
https://developers.facebook.com/docs/graph-api
https://developers.facebook.com/terms/
https://developers.facebook.com/terms/
https://developers.facebook.com/terms/
https://developers.facebook.com/terms/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/graph-api/overview/rate-limiting/
https://developers.facebook.com/docs/app-review?locale=en_US
https://developers.facebook.com/docs/app-review?locale=en_US
https://developers.facebook.com/docs/apps/business-verification/
https://developers.facebook.com/docs/apps/business-verification/
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before going 
live 

Twitter API Api.twitter.co
m/2/  
 
 
 
https://docu
menter.getpo
stman.com/vi
ew/9956214/
T1LMiT5U 

developer.twitter.
com/en/docs/twit
ter-api 

OAuth2  developer.twi
tter.com/en/
docs/twitter-

api/rate-
limits 

 

Twitter 
"Takeout" 

https://twitte
r.com/setting
s/your_twitte
r_data 

    Due to GDPR, 
companies 

must provide 
a way for 
users to 

gather their 
data. This is 

the approach 
followed by 

these 
companies, 
from your 
profile you 

can request a 
file with all 
your data.  

As far as we 
know they 

don't provide 
a data model 

or 
documentati

on about 
these files. It 

might be 
usefull for 
the project 
but difficult 

to use. 

Google 
takeout 

https://takeo
ut.google.co
m/?hl=es 

    

Facebook 
"Takeout" 

https://www.
facebook.co
m/dyi/?referr
er=yfi_setting
s 

    

 

Table 14 - Health Data 

Name Connection 
URL 

Documentation 
URL 

Auth / 
Security 

Licensing 
issues 

Limitations Extra 
comments 

Apple 
health 

 https://developer.
apple.com/docum
entation/healthkit
#overview 

 - You must 
not disclose 
any 
information 
gained 
through 
HealthKit to 
a third 

Maybe not 
possible to 
allow an app 
to stay in the 
background 
and 
collect&push 
data in 

For this to 
work on an 
application 
that is 
featured in 
the App 
Store, the 
application 

https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
https://documenter.getpostman.com/view/9956214/T1LMiT5U
http://developer.twitter.com/en/docs/twitter-api
http://developer.twitter.com/en/docs/twitter-api
http://developer.twitter.com/en/docs/twitter-api
http://developer.twitter.com/en/docs/twitter-api/rate-limits
http://developer.twitter.com/en/docs/twitter-api/rate-limits
http://developer.twitter.com/en/docs/twitter-api/rate-limits
http://developer.twitter.com/en/docs/twitter-api/rate-limits
http://developer.twitter.com/en/docs/twitter-api/rate-limits
https://twitter.com/settings/your_twitter_data
https://twitter.com/settings/your_twitter_data
https://twitter.com/settings/your_twitter_data
https://twitter.com/settings/your_twitter_data
https://takeout.google.com/?hl=es
https://takeout.google.com/?hl=es
https://takeout.google.com/?hl=es
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://www.facebook.com/dyi/?referrer=yfi_settings
https://developer.apple.com/documentation/healthkit#overview
https://developer.apple.com/documentation/healthkit#overview
https://developer.apple.com/documentation/healthkit#overview
https://developer.apple.com/documentation/healthkit#overview
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party 
without 
express 
permission 
from the 
user. Even 
with 
permission, 
you can 
only share 
information 
to a third 
party if they 
are also 
providing a 
health or 
fitness 
service to 
the user. 
- You 
cannot sell 
information 
gained 
through 
HealthKit to 
advertising 
platforms, 
data 
brokers, or 
information 
resellers. 
https://dev
eloper.appl
e.com/docu
mentation/
healthkit/pr
otecting_us
er_privacy 

specific 
intervals. 

must be 
relevant to 
health/welln
ess domains. 
So, it remains 
to be seen 
how this can 
be done. 
Suite5 has in 
the past, and 
is re-
implementin
g a solution 
here that 
might fit the 
purpose of 
getting some 
data out of 
Apple 
Healthkit 

Google fit https://devel
opers.google.
com/fit/rest/
v1/referenc 

https://developers
.google.com/fit/re
st/v1/get-started 

OAuth2 https://con
sole.develo
pers.google
.com/tos?id
=universal 

Req/day: 
864000  

 
Req/user/min

ute: 300  
 

Req/minute: 
600 

Suite5 has in 
the past and 
is re-
implementin
g a solution 
here that 
might fit the 
purpose of 
getting some 
data out of 
Google Fit 

Google 
takeout 

https://takeo
ut.google.co
m/?hl=es 

    Due to GDPR, 
companies 

must provide 
a way for 
users to 

https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developer.apple.com/documentation/healthkit/protecting_user_privacy
https://developers.google.com/fit/rest/v1/referenc
https://developers.google.com/fit/rest/v1/referenc
https://developers.google.com/fit/rest/v1/referenc
https://developers.google.com/fit/rest/v1/referenc
https://developers.google.com/fit/rest/v1/get-started
https://developers.google.com/fit/rest/v1/get-started
https://developers.google.com/fit/rest/v1/get-started
https://console.developers.google.com/tos?id=universal
https://console.developers.google.com/tos?id=universal
https://console.developers.google.com/tos?id=universal
https://console.developers.google.com/tos?id=universal
https://console.developers.google.com/tos?id=universal
https://takeout.google.com/?hl=es
https://takeout.google.com/?hl=es
https://takeout.google.com/?hl=es
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gather their 
data. This is 

the approach 
followed by 

these 
companies, 
from your 
profile you 

can request a 
file with all 
your data.  

As far as we 
know they 

don't provide 
a data model 

or 
documentati

on about 
these files. It 

might be 
usefull for 
the project 
but difficult 

to use. 

Strava www.strava.c
om/api/v3 

https://developers
.strava.com/ 

OAuth2 You may 
not, directly 
or 
indirectly, 
disclose, 
market, 
sell, license 
or lease any 
Strava Data 
to any third 
party 
including 
but not 
limited to 
advertisers 
or data 
brokers 
even if your 
Developer 
Application
s user 
consents to 
such use. 
(section 
2.G) 
https://ww
w.strava.co
m/legal/api 

Strava API 
usage is 
limited on a 
per-
application 
basis using 
both a 15-
minute and 
daily request 
limit. The 
default rate 
limit allows 
100 requests 
every 15 
minutes, with 
up to 1,000 
requests per 
day. 

 

http://www.strava.com/api/v3
http://www.strava.com/api/v3
https://developers.strava.com/
https://developers.strava.com/
https://www.strava.com/legal/api
https://www.strava.com/legal/api
https://www.strava.com/legal/api
https://www.strava.com/legal/api
https://www.strava.com/legal/api
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FitBit https://dev.fi
tbit.com/buil
d/reference/s
ettings-api/ 

https://dev.fitbit.c
om/build/referenc
e/web-api/ 

OAuth2 https://ww
w.fitbit.com
/global/us/l
egal/terms-
of-service 

You can make 
150 API 
requests per 
hour for each 
user that has 
authorized 
your 
application to 
access their 
data. This 
rate limit is 
applied when 
you make an 
API request 
using the 
user's access 
token. 

 

ANDAMAN
7 

production : 
https://my.a
ndaman7.co
m/public/v1 
test : 
https://sand
box.andama
n7.com/publ
ic/v1 

http://developers.
andaman7.com/ 

Basic auth 
+ API key 

https://ww
w.andama
n7.com/pri
vacy 

Data is not 
stored in the 
cloud so we 

have to make 
the app 

explicitely 
share content 

so it's 
available to 
Datavaults. 
One way to 
do it is to 

create a new 
device for 

logged user, 
Andaman7 

app will 
automatically 
share data to 

this new 
device. 

Datavaults 
can get it by 

retrieving 
waiting 

A7Items for 
this device. 

If we want to 
have a 

granular 
access to 

pieces of the 
medical 

record and a 
better user 
experience, 

we will either 

We already 
retrieve data 
from Apple 
Health (most 
of it) and 
Google fit 
(less 
integrated 
than Apple) 
so it you get 
data from A7, 
you get it for 
free ;) 
If you 
implement it 
in Datavaults 
and need 
help, we have 
some 
expertise so 
feel free to 
ask. 

https://dev.fitbit.com/build/reference/settings-api/
https://dev.fitbit.com/build/reference/settings-api/
https://dev.fitbit.com/build/reference/settings-api/
https://dev.fitbit.com/build/reference/settings-api/
https://dev.fitbit.com/build/reference/web-api/
https://dev.fitbit.com/build/reference/web-api/
https://dev.fitbit.com/build/reference/web-api/
https://www.fitbit.com/global/us/legal/terms-of-service
https://www.fitbit.com/global/us/legal/terms-of-service
https://www.fitbit.com/global/us/legal/terms-of-service
https://www.fitbit.com/global/us/legal/terms-of-service
https://www.fitbit.com/global/us/legal/terms-of-service
https://test-server.andaman7.com/public/v1
https://test-server.andaman7.com/public/v1
https://test-server.andaman7.com/public/v1
https://test-server.andaman7.com/public/v1
http://developers.andaman7.com/
http://developers.andaman7.com/
https://www.andaman7.com/privacy
https://www.andaman7.com/privacy
https://www.andaman7.com/privacy
https://www.andaman7.com/privacy
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have to adapt 
our API or 

call 
Datavaults 
API to push 

data. 

 

Table 15 - Other Data 

Name Connection 
URL 

Documentation 
URL 

Auth / 
Security 

Licensing 
issues 

Limitations Extra 
comments 

Prato https://admi

n22.antheric

a.com/newsl

etter/webre

g/wradv.htm

l 

Antherica service 
user manual 

   Newsletter 
for cultural 
events 

Prato https://crm.c
omune.prato
.it/ 

Available at the 
Municipality 

 The API's 
features 
need to be 
discussed 
and the API 
has to be 
implemente
d by the 
Municipalit
y of Prato 

 Prato 
municipality 
CRM 

Prato Possible 
external data 
sources of 
cultural 
institutions 
(to be 
identified) 

To be identified 
with cultural 
institutions 

 In order to 
facilitate 
the pilot 
implementa
tion, it may 
be useful to 
build a sort 
of 
repository 
to collect 
different 
types of 
data from 
differentt 
sources and 
accessing it 
via an API 
built 
according 
to 
DataVaults 
requiremen
ts. 

  

MIWEnergi
a 

http://dev.m
yenergia.es:8
080/apidv/ 

http://dev.myener
gia.es:8080/swagg
er/index.html 

MIW login 
+ JWT 
Token 

   

https://admin22.antherica.com/newsletter/webreg/wradv.html
https://admin22.antherica.com/newsletter/webreg/wradv.html
https://admin22.antherica.com/newsletter/webreg/wradv.html
https://admin22.antherica.com/newsletter/webreg/wradv.html
https://admin22.antherica.com/newsletter/webreg/wradv.html
https://admin22.antherica.com/newsletter/webreg/wradv.html
https://crm.comune.prato.it/
https://crm.comune.prato.it/
https://crm.comune.prato.it/
http://dev.myenergia.es:8080/swagger/index.html
http://dev.myenergia.es:8080/swagger/index.html
http://dev.myenergia.es:8080/swagger/index.html
http://dev.myenergia.es:8080/swagger/index.html
http://dev.myenergia.es:8080/swagger/index.html
http://dev.myenergia.es:8080/swagger/index.html
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authorizat
ion 

MIWEnergi
a 

https://open
data.aemet.e
s/opendata/a
pi/maestro/
municipio/ 

https://opendata.
aemet.es/dist/ind
ex.html 

OAuth2   Weather 
information 
obtained by 
the aemet 

 

2.5 FINAL VALUE CHAIN DEFINITION 

 

The concept of data value chain was explained in D1.1 as a collection of steps to be followed 

to deliver a product to the market and, more in the scope of DataVaults, as a way to manage 

the different steps to deliver a data-intensive product or application. There are multiple ways 

to define the steps of a data value chain, but in this deliverable we adopt the one provided by 

the DataBench project1, consisting in the task related to the phases of data collection, storage, 

analysis and usage. In the scope of the projects under the BDV PPP, DataBench, in 

collaboration with BDVA Task Force 6 (TF6)2, provides a framework for benchmarking big data 

solutions, but more importantly a methodology to align big data value chains to the BDV 

Reference Model and other standards [3]. This methodology provides a way to map the usage 

perspective on Big Data systems to a top-level generic pipeline in the context of an application 

flow. Figure 1 depicts the steps of the high-level  generic big data value chain  extracted from 

DataBench. 

 

Figure 1 – Top level Generic Big Data and AI Pipeline pattern from DataBench [3] 

Those highlighted in the previous figure include the typical steps to be followed in any data 

value chain:  

1. Data Acquisition and Collection: including all the steps related to data ingestion and 

processing for the different datasets. 

2. Data Storage/Preparation: this step includes all the activities related to data storage, 

access and retrieval, including processes for data protection, curation, integration and 

publication. 

3. Data Analysis/AI/Machine Learning: this step is related to all activities and processes 

related to data analytics and AI, including aspects such as ML training, operation, 

reproducibility, etc.  

                                                      
1 https://www.databench.eu/ 
2 https://www.bdva.eu/task-force-6 
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4. Data Action/Interaction, Visualization/Access: it refers to any interaction between the 

data-enabled system and the system boundaries (persons and machines). Therefore, 

it encompasses techniques for data visualization, APIs, etc. 

As mentioned above, the BDVA Reference Model provided in the Strategic Research and 

Innovation Agenda (SRIA) [1] by the Big Data Value Association (BDVA) is of special interest 

for DataVaults, as our project is one of the projects funded by the BDV PPP. In D1.1 other 

initiatives, such as the NIST Big Data Reference Architecture [2], developed by NIST, the US 

institute for standards in technology, was also presented as another standard representing 

data value chains. Figure 2 shows the BDVA Reference Model. 

 

Figure 2 – BDV Reference Model and DataVaults category marked 

In the right-left axis of the BDV Reference Model, DataVaults in clearly positioned as a project 

aligned to the vertical category of “Data sharing platforms, personal/industrial”. The BDV 

Reference Model provides also an almost intuitive way to map to a data value chain, especially 

in the bottom-up axis. However, the reference model includes other aspects such as 

particularization to the data types (in yellow), or vertical concerns, which makes more difficult 

a complete mapping. Figure 3 presents the mapping done in DataBench to align the bottom-

up axis of the BDV Reference Model with the Big Data Generic data value chain.  



HORIZON 2020 – 871755 – DataVaults  D1.4 - Updated DataVaults Concept Definition 

©DataVaults Consortium  Page 44 of 102 
 

 

Figure 3 – Map between the BDV Reference Model and the DataBench generic pipeline [4] 

 

Besides the BDV Reference Model, DataBench provides mappings to different international 

initiatives, such as the NIST NBDRA, the ISO 20547-3 Big Data Reference Architecture, and 

other international standards [3]. 

DataBench provides also a generic Big Data Architectural Blueprint providing a quite complete 

sequence of steps in almost all big data systems and applications, also mapped to the generic 

data value chain. The Big Data Architectural Blueprint is shown in Figure 4: 
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Figure 4 – Top level Generic Big Data and AI Pipeline pattern from DataBench [4] 

This blueprint can be customized to any big data project to align the systems developed in the 

project to the processing steps depicted in the blueprint, therefore providing an alternative 

and more standard (and comparable) view of the project technological choices within the data 

value chain.  

This mapping process has been proposed to several BDV PPP projects and mappings have been 

provided and published in DataBench deliverables and the DataBench Toolbox. In the D5.5 

"Final report on methodology for evaluation of industrial analytic projects scenarios" [5] some 

examples of mapping between the DataBench pipelines and the architectures of several BDV 

PPP projects is provided.  

DataBench [3] suggests a methodological approach and checkpoints for projects for the 

selection and mapping to the abovementioned generic data value chain and generic blueprint. 

In DataVaults we have attempted a high-level mapping of our architecture to the overall 

generic data value chain, as shown in 5. 

DataVaults, as a project that is also working on the same domain and being part of the same 

funding instruments, acknowledges the importance of the mapping and alignment processes 

suggested by DataBench as identified above. As a consequence, it has worked towards aligning 

its conceptual architecture to both the AI data pipeline and the blueprint provided by 

DataBench, to understand whether such tools do match the needs of DataVaults, or to identify 

which other technologies should be investigated for the project, including possible 

recommendations to be pushed towards DataBench for revising its models. The result of this 

work, as shown in the next figures, indicates that the overall AI data pipeline as well as the 

DataBench blueprint do fully cover the data flow as envisaged in the DataVaults case. 
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In the following figure we present a mapping of the core data flow of DataVaults, to the AI 

data pipeline. For this mapping, we have used the 1st version of the architecture diagram and 

mapped it to the data pipeline by using the following colour code: 

 Red for activities that correspond to the first step of the pipeline, e.g., Data 

Acquisition/Collection 

 Yellow for activities that correspond to the second step, e.g., Data Storage/preparation 

 Green for activities that correspond to the third step, e.g., Analytics/AI/Machine 

Learning 

 Blue for activities that correspond to the fourth and final step of 

Action/Interaction/Visualisation/Access   

As seen in the following figure, the pipeline is mapped to each one of the two DataVaults core 

components, namely the DataVaults Personal App and the DataVaults Cloud based platform, 

as each one of them extends from the stage of data collection to those of data analysis, 

visualisation and export. 

When looking at the Personal App, the Data Acquisition stage, which is the first one, is mapped 

to the Data Fetcher and Transformations component. Then data is stored in the Personal Asset 

Store which alongside with the Anonymiser and the Access Policy Editor are the DataVaults 

components which are mapped to the “Data Storage/preparation” phase of the data pipeline, 

as those are the components that are actively storing or preparing data for the next steps. In 

turn, the Edge Analytics Engine is mapped to the “Analytics/AI/Machine Learning” step, but 

also to the “Action/Interaction, Visualisation/Access” step, since this engine will provide also 

visualisation. The same step also includes the Sharing Configurator component of DataVaults, 

as this is the component that takes action on the data to be shared over to the cloud-based 

platform. 

When it comes to the cloud-based platform, the “Data Acquisition” step is actually done by 

the Personal App, as described above, which is now considered as a unified component. 

Moving on, the Data Storage and Preparation” step includes the “Cloud Platform Data Store”, 

the “Public DLT” and the “Private DLT”, the “Query Builder and Data Explorer”, the “Access 

Policy Engine”, the “ABE/SSE Engine” and the “Trusted DLT Engine”. The first three 

components are relevant to storing information, while the others are working on data 

processing and access provision. The “Persona Generator” and the “Secure Analytics 

Playground” are mapped to the “Analytics/AI/Machine Learning” step, as they both concern 

components which are tasked to provide analytics based on incoming data, while the latter is 

also mapped to the final step “Action/Interaction/Visualisation/Access”, as it provides 

visualisation interfaces and is used to extract insights based on the analytics and ML models 

to be executed. In this final step we have also assigned the “DataSeeker Storage Space” which, 

although being a storage point, is actually the gateway for further actions on the data, as it is 

used for accessing all the analytics results and the processed data, and thus stored the outputs 

of all the previous steps. 
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Figure 5 – Mapping of DataVaults architecture to the DataBench generic pipeline 

 

When it comes to mapping DataVaults with the DataBench blueprint, the same colour coding 

as above has been used. As it becomes evident from the highlighted elements of the Blueprint, 

Data Collection (red highlighted elements) is performed on Time Series and IoT data, Internal 
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and External sources, while also large data files can be uploaded. Data is stored on NoSQL 

databased (yellow highlighted elements) and is analysed and queried (green highlighted 

areas) either by using Data Visualisation and BI methods, or advanced analytics methods. 

Figure 6. 

 

 

Figure 6 – Mapping of DataVaults architecture to the DataBench Blueprint 
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3 STAKEHOLDER INTERACTION 

3.1 INTRODUCTION 

 

The significance of the relationship with stakeholders is recognized, not just within WP1, but 

across the project as all work packages require some interaction with the wide range of 

stakeholders identified as being relevant to DataVaults and to its success. For this reason, a 

comprehensive project wide document has been produced: “Cross-project Stakeholder 

engagement approach” [10]. This is in relation to Task 8.4 - Stakeholders' Outreach, Liaisons 

and Engagement Activities, which is engaged in dedicated stakeholders clustering and decision 

makers engagement and awareness raising. Capitalizing on already formulated ecosystems, 

and enhancing them with additional stakeholder groups, such as policy formulators, decisions 

makers, policy makers, organisations and initiatives focused on entrepreneurship, business 

support service-incubators and accelerators etc.   

Specifically for WP1, interest and activity has focussed on a range of topics. In the early stages 

of the project the focus was upon the identification of the end-user needs and the provision 

of feedback of user-requirements and this required conducting interviews with key 

stakeholders and providing online questionnaires. This was in order to identify the end user 

needs and to elicit the demonstrators’ requirements, whilst identifying the various data 

sharing scenarios.  Further input was required from stakeholders regarding data sources and 

their availability for use and processing. WP1 was also concerned with those stakeholders who 

will benefit from the project: those involved in Personal Data retrieval, management and 

monetization services, as well as any other potential stakeholder that could also benefit from 

the DataVaults data value chain. All this interaction with stakeholders, alongside the process 

of user-stories elicitation, formed a basis for defining the platform.  

Key building blocks were the interactions with those running the demonstrations and those 

citizens expected to supply their personal data and specific activities were designed to gather 

as much knowledge about their perceptions as possible. The agile software development 

approach created the right conditions for gathering the requirements of the platform from 

the demonstrators’ perspective, complementing the requirements gathered in T5.1 with user-

driven non-functional requirements and usability suggestions, gathering input from all 

stakeholders’ points of view to generate a high-level description of the expected behaviour of 

what is to be developed. Stakeholder input was vital in defining the various data sharing 

scenarios to be included into the demonstrators which needed to match with the MVP. 

 

3.2 STAKEHOLDER ENGAGEMENT ACTIVITIES 

1. An extensive citizen-facing survey and consultation process was carried out, the results 

of which are covered below. Engagement was achieved with citizens at all the 

demonstration sites, driven by the demonstrators and with all partners using their 

networks to extend the reach. Large numbers were reached through having five 
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languages used as well as English and considerable attention drawn to the process 

through using a wide range of dissemination channels, with valuable assistance coming 

from BDVA/DAIRO and a range of sister projects and initiatives. 

2. Again, with the support of BDVA, a workshop for stakeholders was promoted and held 

on June 11th 2021, with the results presented below. The ReachOut tool being utilised 

successfully here. 

3.  

4. With regard to the realisation of the data value chain, DataVaults has instigated a high-

profile initiative to open up a regular mechanism for communication, with relevant 

activities and workshops to not only provide the required support for our activities, 

but to offer mutual assistance and reciprocal benefit for and from our sister projects 

and identified initiatives where synergies exist. This is the “Citizen Control of Personal 

Data” initiative, within the EU’s flagship “Best practice and early take-up” activity - the 

Smart Cities MarketPlace, with an emphasis on the reaching the smart citizens and the 

data economy within cities which are willing to be early adopters. Four well-attended 

events have been organised bringing together a wide range of interested stakeholder, 

cutting across all the desired segments of who we wish to engage with. RUGGEDISED, 

TRIANGULUM, KRAKEN, i3Market, Safe-DEED and Auroral were the initial 

collaborators and this list will grow over the next 18 months [6].  

 

5. Whilst there has been real value derived from the workshops, a very individualist 

approach has been used for communicating with attendees and potential attendees. 

Whilst being extremely labour intensive, individual communications have been built 

upon from the outset, taking personalisation to an extreme, rather than by simply 

relying on mailing lists created. This enables deeper interaction with all attendees 

before and after events and in the nucleus of a set of stakeholders, each taking 

responsibility for collaboration around certain identified problems which need to be 

overcome before DataVaults can be taken up widely and quickly and at scale. Examples 

being governance issues, legal and ethics issues putting a value on personal data, 

standardisation etc. 

A questionnaire was widely distributed to shed light on attitudes toward compensation 

mechanisms for sharing personal data. The results from this are reported below. 

 

3.3 CITIZENS CONSULTATION 

 
In order to capture citizens’ perspective, expectations, needs and concerns on personal data 
sharing, the Consortium conducted a survey directed to individuals in their role of Data Owner. 
The results from such survey, as well as of the other stakeholder engagement activities, will 
be key for driving the design, development and deployment of the Personal Data Platform and 
App planned in DataVaults, whilst also providing important indications for the future progress 
of the Personal Data Market in Europe. 
Exploring and deepening individuals’ viewpoint was considered essential by the Consortium 
for effectively adhering to the chosen Ethics, Fairness & Privacy-and-Security-by-Design-and-
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by-Default Approach and for contributing to build a win-win data sharing ecosystem towards 
contributing to unlock the social value of personal data beyond user consent, fostering human 
empowerment and flourishing, aligning DataVaults technology with social needs and 
expectations, thereby contributing to build public trust and, therefore, societal acceptance 
which is expected to enhance  the uptake of data sharing  technologies like DataVaults. 
This attention to the individual is also consistent with the EC strategy and vision3 directed to 
put people first in developing technology and to promote European values and rights in any 
design, development and deployment of the technology in the real economy. 
The survey was performed online, in particular using the survey tool provided by the ReachOut 
project (https://www.reachout-project.eu/), which offers multilingual and analysis 
functionalities. 
The consultation consists of 30 multiple-choice questions, lasted two months and was 
provided in five languages: English, French, Spanish, Greek, Italian. The role of DataVaults 
demonstrators was key for reaching a significant number of respondents in their respective 
country. 
In addition, a wide promotional campaign was activated, exploiting the DataVaults’ and 
partners’ social media (Facebook, Twitter,…), as well as European wide initiatives and 
ecosystems, like BDVA/DAIRO, and inviting some projects funded under the same H2020 call 
of proposal to take part to it. 
The survey consisted in the following five groups of questions and its main outcomes are as 
follows: 

I. Attitudes towards personal data sharing 

• respondents showed many positive feelings and favorable attitudes, but also several 

neutral positions were given and some individuals showed more diffidence and 

reluctance/hesitancy than expected; 

• no relevant differences in such an attitude appeared in case of sensitive data (health 

data, genetic data, data revealing racial/ethnic origin, political opinion or religious 

beliefs); 

• many people have a medium level of confidence with personal data sharing platforms, 

followed by low or very low level of confidence by other parts of the cohort. There 

were also minorities respectively lacking experience and having an excellent 

experience; 

• the majority of the respondents perceive personal data sharing as somewhat useful, 

but also minorities emerged which respectively perceived it as very useful and not so 

useful; 

• In general, there is no great willingness in sharing with interested organizations the 

insights, analysis and/or knowledge extracted from data and generated by the 

personal data sharing platform; 

• Large majority considers extremely/very important to know how personal data are 

used and by whom; 

                                                      
3 See, for instance, “A European strategy for data” COM (2020) 66 final. 
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• The cohort showed great concern on the potential abuse of own personal data on a 

personal data sharing platform; 

• The large majority of the respondents deemed extremely or at least very important to 

trust a personal data sharing platform when deciding whether to share personal data 

with it or not; 

II. Data retrieval, storage and deletion 

• People feel not very comfortable if the personal data are collected in a semi-automatic 

manner by apps/personal devices; 

• The cohort also showed a medium openness to share with DataVaults the content 

retrieved in external data sources (FB, Twitter, …); 

• The following aspects of data collection and use are perceived as: 

•  extremely relevant:  expiration date, avoidance of any auto-renewal upon 

token/data asset expiry, auto-deletion of obsolete/expired data, possible 

removal of a data asset previously collected, data quality check; 

• elevant: choice of the interval of data collection and choice of the frequency of 

data collection; 

• not so relevant: possible revocation of the authorization to collect personal 

data from data source; 

III. Privacy preservation on the shared data 

• the majority of the respondents considers highly important to have a tool for setting 

privacy preferences and anonymization levels; 

• the level of privacy preferred when sharing personal data are anonymized data, 

followed by partially anonymized and then by aggregated data; 

• It is perceived as really critical to be aware of privacy risk exposure; 

IV. Compensation Mechanisms 

• The study group did not show a clear preference towards one of the existing 

compensation types, though many of them underlined the importance of benefitting 

others in society. However, the other compensation mechanisms were selected by 

many respondents:   

o improvement in the use of a service 

o monetary compensation (but also perceived by large part of the cohort as not 

relevant)  

o personalization of my experience, personalized services and content 

o personalized on-demand insights from my data, including meaningful graphical 

representations (maps, graphs, charts, …) 
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o development of new appealing services/products 

o personalized rewards or recommendations 

o loyalty programmes with points for services and products 

o discounts voucher or promotion incentives based on my interests 

o game-style incentives; 

• there is a common understanding on the opportunity to associate the sharing of 

different types of data with different amounts; 

• it is perceived as important by the data owner to be able to directly set the price for 

own data; 

• it is considered useful to have pricing suggestions for setting a viable price; 

• It is generally evaluated as fair to correlate the pricing to the anonymization level 

(though some opposite opinions arose); 

• There are contrasting opinions on the willingness to pay a fee (such as 3-5% of 

earnings) for the data transactions; 

V. Control and Informed Consent 

• The following are considered the most relevant aspects to be considered by a platform 

tool for personal data sharing configuration 

• Anonymization level 

• Type of personal data (e.g. health, professional, social ,…) 

• Licensing terms 

• Definition of the characteristics of the organisations to be eligible for finding 

data in their search results and for purchasing it 

• Licensing parameters (such as the expiry period, permitted purpose of use, 

sharing terms, …) 

• Setting the price 

• The majority of the respondents considers very useful to have a tool for the automatic 

setting of preferences for sharing (data source, data seekers, …) and their modification; 

• The following are deemed as the most interesting information to be offered by the 

DataVaults notification service: data seekers’ request for data owners’ data, current 

privacy exposure (and history), success of transaction operations; 

• Multiple consent requests are generally perceived as fatiguing and hence risk making 

the consent mechanisms less effective; 
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• It is considered useful to have the opportunity to obtain and reuse personal data 

collected/shared with DataVaults for own purposes across different services (moving, 

copying or transferring data easily to another IT environment). 

More details on the outcomes can be retrieved in ANNEX I: Survey on citizens’ perspective, 
expectations, needs and concerns on Personal Data Sharing  

 

3.4 PARTICIPATORY WORKSHOPS 

In addition to those workshops recalled above, DataVaults has had a close engagement with 

BDVA and have contributed in other activities driven by BDVA and with mutual attendance at 

the DataVaults created events. The Big Data Week events were particularly valuable for 

DataVaults, not just to participate, but to actively engage in the issues debated, which shone 

further light on how best to interact with stakeholders  

[7]. Thus, whilst findings from the workshops could provide specific answers to questions we 
wished to raise, they were equally valuable in sharing and receiving knowledge in our field. 
Some of the findings are covered below.  
 

3.4.1 DataVaults Stakeholder Workshop  on 11 June,  2021 supported by BDVA/DAIRO  

 
During the workshop held on the 11th of June 2021, named "EASY ACCESS TO PERSONAL 

DATA: REMOVING OBSTACLES TO UNLEASH THE VALUE IN THE SHARING OF PERSONAL DATA" 

two different poll sessions were launched. 

While the first poll session was done after an introduction, technical overview and a GDPR 

approach of the DataVaults project and focused on Data Owners and Data Seekers, the second 

poll session was more focused on Data Seekers and was launched after the MyDataMood 

presentation and the Use cases overview from the DataVaults demonstrators. 

The first question of the first interactive session was focused on the potential benefits of 

having easier and increased access to personal data. As shown in Figure 7, most of the 

participants of the poll agreed that the most important result of having easier and increased 

access to personal data was the leading “to more innovative and more effective products and 

services”. As well, the "Improve decision making", "Provide increased opportunities for data 

integration services provision" and "Provide new business opportunities related to the 

building on top of existing solutions" options had similar punctuation for the participants to 

the poll. The less voted option was "Lead to significantly increased business opportunities to 

innovate services and apps", which yields that the users prefer “innovative and more 

effective” versus “business opportunities”. 

 



HORIZON 2020 – 871755 – DataVaults  D1.4 - Updated DataVaults Concept Definition 

©DataVaults Consortium  Page 55 of 102 
 

 

Figure 7 - Poll 1 

 

The second question provided an interesting result, as reported in Figure 8. The Data Owners 

want monetary compensation for sharing their data. Although at present we are not used to 

receiving any kind of monetary compensation for our personal data, we are pretty sure that 

this assumption must change in the future.  As well "acquire aggregated data of groups of 

individuals " and "acquire data sets from individuals without knowing their exact identify" are 

answer highly voted in this poll with 75% and 69% respectively. 

 

 

Figure 8 - Poll 2 

One of the worries about our personal data is the level of privacy/anonymization when we 

share our personal data. The third question of the poll (see Figure 9) helps us to understand 

that the Data Owners agree to share "Partially anonymous data “and "Data only aggregated 
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in a large pool of similar data of multiple users as part of anonymized groups". On the other 

side, they will reject to share data linked to them. 

 

 

Figure 9 - Poll 3 

The fourth question of the survey (see Figure 10) delves into the possibility of giving more 

money to reduce the level of privacy. 95% of the answers were near the idea that monetary 

compensation can help to relax the privacy level. 

 

 

Figure 10 - Poll 4 

 

The last poll of the first interactive session was also focused on the monetary compensation 

for relaxing the data privacy, but from the Data Seeker perspective.Like in the fourth poll, the 
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Data Seeker is highly open to paying monetary compensation to avoid or at least reduce the 

privacy/anonymization (see Figure 11). 

 

 

Figure 11 - Poll 5 

The second interactive session tries to deep in the Data Seeker's vision of personal data. The 

first question of this second session wants to rank in order of importance the potential 

benefits from “having easier and increased access to persona data”. With the answer of this 

poll, shown in Figure 12, we have a clear vision that the Data Seeker wants to provide new 

business opportunities related to the building on top of existing solutions, while the other 

options, "Lead to more Innovative and more effective products and service", "Provide 

increased opportunities for data integration service provision", "Lead to significantly 

increased business opportunities related to innovative services and apps" and "Improve 

decision making" has similar punctuation for the Data Seekers. 
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Figure 12 - Poll 6 

The next poll of the second interactive session has a clear objective, to check how Data Seekers 

are open to paying compensation, monetary or not, for obtaining personal data. Around 77% 

of Data Seekers are open to paying for personal data (see Figure 13). Nevertheless, this 

question doesn't give any approach to the privacy or the anonymization of the data.  

 

 

Figure 13 - Poll 7 

The next question gives a realistic approach to understand how unbalanced the reciprocity 

among all involved stakeholders in the data economy is. As shown in Figure 14, more than 

75% of Data Seekers have disagreed or strongly disagreed with the assumption that current 

data economy models guarantee reciprocity and balanced advantages among all involved 

stakeholders. 
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Figure 14 - Poll 8 

 

As illustrated in Figure 15, with 77% of agreement, the data seekers would pay a different 

price depending on data type/sources (eg. sensitive data is more expensive). Also, 69% of Data 

Seekers would pay "free subscribe in a brokering platform like DataVaults to get personal data 

for your business/institutional activity" or a "compensation to data owners for providing their 

personal data". Other possibilities, like pay for "More for data if they are verifiable, integer 

and authentic" or an "A monthly member subscription fee to be a member that could buy data 

assets over the platform" has a 54% of agreement.Options like paying "Directly to the 

individuals for their personal data", "using cryptocurrency" or paying "More if data come from 

private companies" are less voted. While the Data Seekers don't want to pay if data comes 

from public authorities. 
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Figure 15 - Poll 9 

 

The last poll of the interactive sessions aims for the participants to provide the words that 

come to their mind when they think in personal data that they are interested in. 

Words like geolocation, health, social, sports and hobbies have huge relevance, while we miss 

words related to the law, privacy and anonymization. The word cloud shown in Figure 16, gives 

a full vision of the results. 

 

 

Figure 16 - Poll 10 
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3.4.2 EU Smart Cities MarketPlace Workshops 

It is early in the process, but initial findings in relation to stakeholders in the widest sense point 

to the following: 

 We are part of a movement alongside many categories of stakeholders, sharing 
similar goals of creating the European Data Model. 

 There is a route to reaching European citizens through the cities they inhabit and, 
equally, a mechanism is available for reaching small cities and rural areas. 

 A very clear set of obstacles stand in the way of deployment of DataVaults and 
other data economy initiatives, but which can be navigated collectively. 

 A recognition of the different eco-systems which would benefit from the addition 
of personal data and hence making take-up more likely by these stakeholders. 

 Many of the assumptions underpinning DataVaults have been re-enforced and are 
correct. 

 In terms of citizen facing requirements, there is mileage in collaborating on 
standards and on “user-friendliness” in terms of interfaces, etc., utilising links with 
the European Association of Consumers. This is re-enforced by poor experience 
with “Covid apps”. 

 To share in the process of getting the technical solutions for cities widely adopted, 

by contributing to the packaged solutions for cities. Whilst contributing to 

providing the documentation, guidance and tools which enable this adoption, 

further value lies in giving cities the confidence to move forward. 

 Understanding that cities as customers and stakeholders require “sign-posting” 
and explaining as to why they need to have data platforms at their disposal. 

 A recognition that cities have often the same structures, but except for KPIs, do not 
have common agreements on standardised representation of data in citiesand that 
one of the main elements needed is to enable the possibility of transforming data 
into value. 

 Monetisation of data was considered as the key factor to get citizens engaged by 
both the private and the public sector and this rationale (“capitalist citizen”) and 
data sharing for altruism (“good citizen”) should be researched and tested more. 

 There is a need to create a “common narrative”. 

 And in the widest context, looking at the other side of the technology and asking 
“What do the citizens make of all this?”, thereby moving beyond the technology 
and deepening whether and how users understand all the technical terms and 
aspects, as well as their impact 
 

The minutes from all the workshops and events can be found at: 

https://www.datavaults.eu/material/liaisons-relevant-links/citizen-control-of-personal-data-

initiative-citizen-focus-action-cluster/ 

3.4.3 Living-in.EU 

Liaison with the Living-in.EU initiative (https://living-in.eu/) has commenced as a mechanism 

for dealing with other more technical stakeholders. This was at the bottom of the request 

from Serge Novaretti, DG CONNECT. 

https://www.datavaults.eu/material/liaisons-relevant-links/citizen-control-of-personal-data-initiative-citizen-focus-action-cluster/
https://www.datavaults.eu/material/liaisons-relevant-links/citizen-control-of-personal-data-initiative-citizen-focus-action-cluster/
https://living-in.eu/
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"The goals of an architecture framework model for a digital ecosystem for cities and  
communities is to ensure that the capabilities of such platforms consider functional and  
non-functional requirements to implement the minimal interoperability that cities and  
communities need to deliver a prosperous, sustainable and inclusive future for their citizens.”  
And: “It is also based on a realisation from current experiences that establishing data spaces 
on a minimal but enough common ground can be a catalyst to deliver mainstream trusted 
services for cities and communities in a connected world.” 
https://living-in.eu/sites/default/files/files/MIMs%20Plus-LI.EU-Tech-Specs%20v3.0.docx.pdf 
 

A joint workshop is planned in the coming months. 
 

3.4.4 Survey with stakeholders   

 
The DataVaults Consortium also carried out a survey to better understand the view of 

stakeholders potentially interested in our research activities and outcomes and/or operating 

in the data economy. Notably, the survey was directed to Data Seekers, including both the five 

project demonstrators and other potential data seekers in their respective ecosystems. 

The consultation was not aimed to be representative, rather to provide useful insights and 

hints on the addressed topics, following the qualitative, explorative research methodology 

with a small sample of well-identified respondents.  The survey covered several topics relevant 

to a better understanding of the factors hampering the emergence and consolidation of a 

strong data economy in Europe. In particular, the special focus was on the compensation 

mechanisms and on the most suitable approach for rejuvenating the personal data value 

chain. It consisted in six categories of questions, respectively dedicated to: 

1- Attitude towards compensation 
2- Compensation modalities 
3- Pricing parameters 
4- Fee for brokering services 
5- Data and filters 
6- Confidentiality 

 
The outcomes and analysis of the survey, as well as more details, are reported in D2.3 
“Updated DataVaults Security Methods and Market Design”. 
 

  

https://living-in.eu/sites/default/files/files/MIMs%20Plus-LI.EU-Tech-Specs%20v3.0.docx.pdf
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4 UPDATE ON THE METADATA MODEL 

 

Deliverable D1.2 “The DataVaults Core Semantic/Data Model” presents the DataVaults data 

model. At the moment of writing deliverable D1.4, such version of the data model remains up 

to date for the alpha version of the DataVaults platform (D5.3). After the consortium collects 

the experience of integrating the data from the pilots in the first prototype, the data model 

will be updated for the next and the following versions of the platform using the collected 

knowledge. The model updates will be described in the corresponding deliverables D5.4, D5.5 

and D5.6.   

The DataVaults data model is defined as a profile of the General Data Catalogue Vocabulary 

(DCAT)[8]. DCAT is an W3C Recommendation providing an RDF [9] vocabulary to facilitate 

interoperability between data catalogues in Web. The DataVaults DCAP profile reuses the 

main parts of the DCAT and extends it with the classes necessary to describe the personal data 

and domain specific data of the DataVaults pilots.  
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5 FINAL MVP 

5.1 WHAT IS AN MVP 

 

In deliverable D1.3 under Section 5.1 we have defined what is an MVP for DataVaults (Most 

Valuable Product) and why we consider the Most Valuable Product instead of the Minimum 

Value Product for the purpose of the project, as our intention is to deliver a product that 

includes as much value as possible to the engaged stakeholders, based on the constrains 

applicable for DataVaults. 

This section of deliverable D1.4, as shown in the Figure 17 below, delivers the 2nd version of 

the MVP (so is produced from the steps annotated as “II” in the figure below) and therefore 

focuses in the second and the third step towards the MVP, namely at re-assessing the added 

value of the set of features identified in the previous deliverables, revising the initial version 

of the MVP identified in deliverable D1.3 with the technical progress and developments of 

WP5 and especially the elaborated user stories which are part of deliverable D5.1., and 

matching the prioritized features with the development and delivery phases of the DataVaults 

platform. As identified previously, during this MVP definition the support of certain 

activities/features is considered mandatory for the implementation of others that are 

dependent on them and those are coming out of the prioritized user stories of deliverable 

D5.1. 

 

Figure 17 - DataVaults MVP Approach as described in deliverable D1.3 

 

5.2 MVP CONSOLIDATION – VERSION #2 

 

The consolidated DataVaults MVP consists of the extracted features, grouped in the four 

categories as resulting from the technical voting, and tagged with the MoSCoW label that was 

assigned to them in the previous deliverable. 

Additionally, and as a main difference from the MVP version 1, these tables are also split 

amongst the various development phases of the project (Alpha/Beta/v0.5), in order to be able 
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to better prioritise the different features and concretise the expected output of each phase, 

which will also support the different demonstrators in their planning activities. 

It is worth mentioning, that no features from the initial list have been excluded from the MVP, 

as they were all rated as ‘Could-haves’ or above. As described in D1.3, the main focus of 

development was placed on ‘Must-have’ and ‘Should-have’ features and features that were 

rated as highly valuable by the technical partners, to ensure the delivery of a complete and 

highly valuable final MVP. Between the initial delivery of the MVP and this version, the 

technical complexity of some highly valuable features affected their planning, as they require 

more effort and research and some of those can be seen as candidate releases for the beta or 

the v0.5 versions. Furthermore, ‘Could-have’ features that also scored as ‘not highly valuable’ 

are still considered, as they will enrich the final product as nice-to-have extras for the end 

users.  

The following tables constitute the second version of the DataVaults MVP. Those tables group 

together the different features of the MVP into 4 (four major categories) based on the 

complexity and the value of each feature, as voted in deliverable D1.3, which ate the following: 

 ‘highly valuable and complex’, Table 16 

 ‘highly valuable and not complex’, Table 17 

 ‘not highly valuable and complex’ Table 18 and  

 ‘not highly valuable and not complex’. Table 19 

Table 16 - Highly Valuable and Not Complex 

Feature ID Feature Title Pilot’s View 

Alpha Version 

DVPERS_F_02 Population of Individual’s profile Must-have 

DVPERS_F_22 Removal of personal data from local storage Must-have 

DVPERS_F_20 Storage of data assets at local storage Should-have 

DVPERS_F_19 Indexing of data assets at local storage Should-have 

DVPERS_F_35 Individuals transaction log Should-have 

DVPERS_F_24 Configuration of access policies Should-have 

DVPLAT_F_07 Storage of data assets at DataVaults Cloud Platform Should-have 

DVPLAT_F_23 Exporting acquired data assets from the DataVaults Cloud 
Platform 

Should-have 

DVPLAT_F_40 Notifications generated by DataVaults Cloud Platform Should-have 

DVPERS_F_25 Configuration of license(s) Should-have 

DVPLAT_F_31 Visualisation of data analysis results on a dashboard Should-have 

DVPERS_F_37 Notifications generated by DataVaults Personal App Should-have 

DVPERS_F_06 Authorise DataVaults Personal App to collect data from local 
data sources 

Should-have 

DVPERS_F_30 Save sharing configuration  Could-have  

DVPERS_F_09 Test data source connection and data availability Could-have 

DVPLAT_F_20 Data Seekers assets vault Could-have 

DVPERS_F_31 Use of existing sharing configuration template for a new data 
asset sharing job 

Could-have 

Beta Version 

DVPLAT_F_17 Transferring value for acquired data assets to the DataVaults 
Platform 

Should-have 

DVPERS_F_18 Encryption of personal data at the Individual’s side Should-have  
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DVPLAT_F_19 Data Seekers transaction log Should-have 

DVPERS_F_26 Configuration of price tag(s) Should-have  

DVPERS_F_21 De-authorisation of connection with given data source Should-have 

DVPLAT_F_39 Complete erasure of data from the Analytics Playground Should-have 

DVPERS_F_10 Apply data quality check Should-have 

DVPERS_F_08 Data collection configuration options Should-have 

DVPERS_F_04 Request for advanced profile information – Individual’s profile 
enrichment 

Could-have 

DVPERS_F_13 Semantic annotation/enrichment of data assets Could-have  

Version 0.5 

DVPLAT_F_13 Construction of simple or complex data asset queries Should-have 

DVPERS_F_36 Information on the Digital Twin Identities owned by the 
Individual  

Should-have 

DVPLAT_F_14 Navigation through query results in the unencrypted data lake Should-have 

DVPLAT_F_34 Storage of data analysis results Should-have 

DVPLAT_F_11 Data Seekers profile authenticity validation Should-have 

DVPLAT_F_09 Removal of data assets from DataVaults Cloud Platform Should-have 

DVPLAT_F_08 Indexing of data assets at DataVaults Cloud Platform Could-have 

DVPLAT_F_37 Availability of data analysis results through an API Could-have 

DVPLAT_F_36 Availability of data analysis results for download in various 
formats 

Could-have 

 

Table 17 - Highly Valuable and Complex 

Feature ID Feature Title Pilot’s View 

Alpha Version 

DVPLAT_F_04 Enforcement of data access policies Must-have 

DVPLAT_F_41 Right to be forgotten Must-have 

DVPERS_F_07 Connect Personal DataVaults App to external data sources Should-have 

DVPERS_F_23 Configuration of sharing anonymisation level Should-have 

DVPERS_F_12 Mapping data to DataVaults schema Should-have  

DVPERS_F_11 Implement data transformations on fetched data Could-have 

DVPERS_F_14 Data assets linking Could-have  

DVPLAT_F_16 Custom data asset request from a Data Seeker Could-have  

DVPLAT_F_26 Configuration of data analytics task Could-have  

Beta Version 

DVPLAT_F_42 Right to data portability Must-have  

DVPLAT_F_02 Generation of Digital Twin Could-have 

DVPLAT_F_05 Encryption of data assets at the DataVaults Cloud Platform Should-have 

DVPLAT_F_03 Generation of Personas Could-have  

DVPERS_F_01  
Ability of Individual to register/login using third-party identity 
providers 

Could-have 

DVPERS_F_28 Assessment of sharing privacy exposure  Could-have 

DVPLAT_F_01 Transferring value of shared data assets to the Individual Should-have 

Version 0.5 

DVPERS_F_34 Management of private DataVaults contract for data asset 
transfer 

Should-have 

DVPLAT_F_15 Navigation through query results in the encrypted data lake Should-have 

DVPLAT_F_06 Enable searching over shared encrypted data assets Could-have  
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Table 18 - Not Highly Valuable and Not Complex 

Feature ID Feature Title Pilot’s View 

Alpha Version 

DVPLAT_F_10 Data Seekers profile editing Should-have 

DVPERS_F_32 Edits on saved sharing configuration  Could-have 

Beta Version 

DVPERS_F_15 Local visualisation of datasets Should-have 

DVPLAT_F_24 Remote access to acquired data assets via the DataVaults Cloud 
Platform Should-have 

DVPLAT_F_32 Customisation of visualisation dashboard Could-have 

DVPERS_F_05 Display profile completion status  Could-have 

DVPERS_F_29 Selection of DAA method at sharing by an Individual Could-have 

DVPLAT_F_38 Availability of visualization results for download in various 
formats Could-have 

Version 0.5 

DVPLAT_F_21 Present disk usage quotas to Data Seekers  Could-have 

DVPERS_F_33 Generation and management of a sharing schedule Could-have 

DVPLAT_F_22 Upload own data to the Data Seekers assets vault Could-have 

DVPLAT_F_25 Present analytics time quotas to Data Seekers  Could-have 

DVPLAT_F_29 Storage of data analytics task configuration Could-have 

DVPLAT_F_35 Storage of visualizations as projects Could-have 

DVPLAT_F_33 Storage of visualisation configuration Could-have 
 

Table 19 - Not Highly Valuable and Complex 

Feature ID Feature Title Pilot’s View 

Alpha Version 

N/A   

Beta Version 

DVPERS_F_03 Auto-population of Individual’s profile Should-have 

DVPLAT_F_12 Apply DAA method to Data Seeker connection Should-have 

DVPERS_F_16 Running edge analytics Could-have 

Version 0.5 

DVPLAT_F_28 Compatibility check of data assets with selected analytics task(s) Should-have 

DVPLAT_F_27 Creation of a chain of data analytics tasks Could-have 

DVPLAT_F_30 Suggestion of pre-defined data analytics chains Could-have 

DVPERS_F_17 Generating assets from the outputs of edge analytics Could-have 

DVPERS_F_27 Suggestion of data asset price setting  Could-have 
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6 CONCLUSIONS  

 

This document presents an update, and, in some cases, a final definition of the different tasks 

described in the deliverables written in the scope of the work package 1. To achieve this 

objective, D1.4 recaps on all the concepts written in previous deliverables to build an updated 

version of the main outcomes. As such, it provides pointers where appropriate to content 

from those deliverables, and highlight the modifications made to update the concept provided 

in those documents. 

All these previous deliverables were written during the 9 first months of the DataVaults 

project (D1.1 Month 3, D1.2 Month 6, D1.3 Month 9). In some cases, the ideas presented in 

these documents were an initial thought while in others the final description revised in the 

current document was very near to the first description written. 

As such, one of the objectives of the document is to present a revised state of the 

demonstrators' scenarios. Andaman7, Prato, Olympiacos, Piraeus and MiWEnergia have 

presented a mature idea of their different use cases, user stories and the Data sources that 

they will use in the scope of this project.  

Other valuable results have been obtained in the scope of this document. The final Value Chain 

definition described in this deliverable has been related to another European Project called 

DataBench to align the big data value chain to the BDV Reference Model and other standards. 

The final value chain definition and the update of the demonstrators' scenarios, user stories 

and data sets needed, have been written in section 2. 

In addition, the stakeholder interaction is presented in section 3 of this deliverable to capture 

a relevant perspective of the different stakeholders involved in the personal data value chain. 

In this document, the main results of the different workshops and surveys made during the 

first months of the project are presented. The stakeholder interaction has an impact and 

continuity work in other work packages, such as WP2, WP6 and WP8. 

Another concept that has been also updated is the MVP in section 5. The Data Model 

described in section 4 is still on the alpha version and will be updated while the project goes 

forward. 

Although this document is the final deliverable of WP1, its content cannot be taken as the final 

word of the DataVaults concept. It represents the current understanding of most of the key 

concepts for DataVaults in a condensed way. Therefore, the concept presented in this 

document, although stable, will be under continuous refinement as in any living project. The 

work done in the scope of WP1 has a clear impact on the technical work packages of 

DataVaults (WP3, WP4 and WP5), and any update from these work packages in the concept 

presented in D1.4 will be reported in the respective work packages. 
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ANNEX I: SURVEY ON CITIZENS’ PERSPECTIVE, EXPECTATIONS, NEEDS AND CONCERNS ON PERSONAL DATA 

SHARING 

 

N Question Outcomes 
1 WHAT IS YOUR FIRST REACTION TO 

THE IDEA OF SHARNG PERSONAL 
DATA? 
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2 IS YOUR FIRST REACTION THE SAME IN 
CASE OF SENSITIVE DATA, SUCH AS 
HEALTH DATA, GENETIC DATA, DATA 
REVEALING YOUR RACIAL OR ETHNIC 
ORIGIN, POLITICAL OPINION OR 
RELIGIOUS BELIEFS? 
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3 WHAT IS YOUR LEVEL OF CONFIDENCE 
AND/OR EXPERIENCE WITH 
PERSONAL DATA SHARING 
PLATFORMS? 
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4 WHEN YOU THINK ABOUT PERSONAL 
DATA SHARING, DO YOU THINK OF IT 
AS SOMETHING USEFUL FOR YOU? 
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5 WOULD YOU ALSO BE WILLING TO 
SHARE WITH INTERESTED 
ORGANISATIONS, THE INSIGHTS, 
ANALYSIS AND/OR KNOWLEDGE 
EXTRACTED FROM YOUR DATA 
WHICH IS GENERATED BY THE 
PLATFORM? 
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6 HOW IMPORTANT IS FOR YOU TO 
KNOW HOW YOUR PERSONAL DATA 
WILL BE USED AND BY WHOM? 
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7 HOW MUCH ARE YOU CONCERNED 
ABOUT THE POTENTIAL ABUSE OF 
YOUR PERSONAL DATA ON A 
PERSONAL DATA SHARING 
PLATFORM? 
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8 HOW IMPORTANT IS IT THAT YOU 
TRUST A PERSONAL DATA SHARING 
PLATFORM WHEN DECIDING 
WHETHER TO SHARE YOUR PERSONAL 
DATA WITH IT OR NOT? 
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9 WOULD YOU BE COMFORTABLE IF 
YOUR PERSONAL DATA WERE 
COLLECTED IN A SEMI-AUTOMATIC 
MANNER BY APPS AND/OR PERSONAL 
DEVICES (SUCH AS WEARABLES, 
SMART HOME DEVICES, FACEBOOK, 
TWITTER, OTHER SMARTPHONE 
APPS…)? 
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10 WOULD YOU BE OPEN TO SHARE 
YOUR CONTENTS IN EXTERNAL DATA 
SOURCES (FACEBOOK, TWITTER, 
GOOGLE…) WITH DATAVAULTS? 
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11 WHICH OF THE FOLLOWING ASPECTS 
OF DATA COLLECTION AND USE AR 
RELEVANT TO YOU? GIVE A SCORE 
FROM 0 (NO RELEVANCE) TO 5 /HIGH 
RELEVANCE) 

Existence of an 
expiration date 
for the access 
and retrieval of 
data 

 

Avoidance of 
any auto-
renewal upon 
token/data 
asset expiry 
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Choice of the 
interval of data 
collection  

 

Choice of the 
frequency of 
data collection  
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Auto-deletion of 
obsolete/expire
d data  

 

Possible 
revocation of 
the 
authorization to 
collect personal 
data from data 
source  
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Possible 
removal of a 
data asset 
previously 
collected in case 
of changing your 
mind.  

 

Data quality 
check in order to 
avoid the 
collection of any 
erroneous or 
unnecessary 
data and to 
discover 
inconsistencies 
and other 
anomalies  
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Game-style 
incentives 
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12 HOW IMPORTANT IS IT FOR YOU TO 
HAVE A TOOL FOR ADJUSTING YOUR 
PRIVACY PREFERENCES AND 
ANONYMIZATION LEVELS? 
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13 WHICH LEVEL OF PRIVACY WOULD 
YOU PREFER WHEN SHARING YOUR 
PERSONAL DATA THROUGH 
DATAVAULTS? 
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14 HOW IMPORTANT IS IT FOR YOU TO 
BE AWARE OF YOUR PRIVACY RISK 
EXPOSURE BEFORE SHARING YOUR 
PERSONAL DATA? 
 

 

15 WHICH OF THE FOLLOWING 
COMPENSATION TYPES WOULD BE OF 
MOST VALUE FOR YOU IN EXCHANGE 
FOR YOUR PERSONAL DATA? GIVE A 
SCORE FROM  1 (NO RELEVANCE) TO 5 
(HIGH RELEVANCE) 
 

Monetary 
compensation 
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Discounts voucher 
or promotion 
incentives based on 
my interests 

 

Loyalty 
programmes with 
points for services 
and products 
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Improvement in the 
use of a service 
(more speed, more 
convenient, easier 
processes or 
applications etc.)  

 

Personalization of 
my experience, 
personalized 
services and 
content  
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Personalized on-
demand insights 
from my data, 
including 
meaningful 
graphical 
representations 
(maps, graphs, 
charts,…)  

 

Personalized 
rewards or 
recommendations  

 



HORIZON 2020 – 871755 – DataVaults  D1.4 - Updated DataVaults Concept Definition 

©DataVaults Consortium       Page 91 of 102 
 

Development of 
new 
services/products 
appealing to me  

 

Benefit others in 
society (such as 
with the 
development of 
new medicines or 
treatments)  

 



HORIZON 2020 – 871755 – DataVaults  D1.4 - Updated DataVaults Concept Definition 

©DataVaults Consortium       Page 92 of 102 
 

Providing me with 
data analysis and 
insights about 
myself and my 
behaviour  

 

16 HOW TRUE IS THIS STATEMENT: “THE 
SHARING OF DIFFERENT TYPES OF 
PERSONAL DATA SHOULD BE 
ASSOCIATED WITH DIFFERENT 
AMOUNT OF COMPENSATION”? 
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17 WOULD IT BE IMPORTANT FOR YOU 
TO BE ABLE TO DIRECTLY SET THE 
PRICE FOR YOUR DATA? 
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18 WOULD IT BE FAIR TO CORRELATE THE 
PRICING TO THE ANONYMISATION 
LEVEL OF DATA? 
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19 WOULD IT BE USEFUL TO HAVE 
PRICING SUGGESTIONS BY THE 
DATAVAULTS PROJECT FOR SETTING A 
VIABLE PRICE? 
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20 WOULD YOU BE WILLING TO PAY A 
FEE (SUCH AS 3-5% OF YOUR 
EARNINGS FROM YOUR DATA 
SHARING) TO DATAVAULTS FOR THE 
TRANSACTIONS OF YOUR PERSONAL 
DATA? 

 

21 WHICH ASPECTS SHOULD A TOOL IN 
THE PLATFORM CONSIDER FOR THE 
CONFIGURATION OF PERSONAL DATA 
SHARING? GIVE A SCORE FROM 1 (NO 
RELEVANCE) TO 5 (HIGH RELEVANCE) 
 

Anonymization level  
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Setting the price  

 

Licensing terms  
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Definition of the 
characteristics of the 
organisations to be eligible 
for finding my data in their 
search results and for 
purchasing it 

 

Type of personal data (e.g. 
health, professional, 
social,…)  
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Licensing parameters (such 
as the expiry period, 
permitted purpose of use, 
sharing terms, …)  

 

22 WOULD IT BE USEFUL TO HAVE A 
TOOL IN THE PLATFORM FOR THE 
AUTOMATIC SETTING OF 
PREFERENCES FOR DATA SHARING 
(I.E. FOR INSTANCE IN RELATION TO 
THE PRIVACY LEVEL FOR A SPECIFIC 
DATA SOURCE, OR IN RELATION TO 
WHO IS ALLOWED TO FIND DATA 
ASSETS IN THEIR SEARCH RESULTS) 
AND FOR THE MODIFICATION OF 
SUCH PREFERENCES? 
 

 



HORIZON 2020 – 871755 – DataVaults  D1.4 - Updated DataVaults Concept Definition 

©DataVaults Consortium       Page 100 of 102 
 

23 WHAT KIND OF 
INFORMATION  WOULD YOU PREFER 
TO RECEIVE BY A NOTIFICATION 
SERVICE FROM DATAVAULTS? 
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24 DO YOU THINK THAT MULTIPLE 
CONSENT REQUESTS ARE FATIGUING 
AND HENCE RISK MAKING THE 
CONSENT MECHANISM LESS 
EFFECTIVE? 
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25 HOW  USEFUL IS FOR YOU TO HAVE 
THE OPPORTUNITY TO OBTAIN AND 
REUSE FOR YOUR OWN PURPOSES 
ACROSS DIFFERENT SERVICES, THE 
PERSONAL DATA COLLECTED AND 
POTENTIALLY SHARED WITH 
DATAVAULTS (MOVING, COPYING OR 
TRANSFERRING THEM EASILY TO 
ANOTHER IT ENVIRONMENT)? 
 

 

 

 

 


