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Executive Summary 

This deliverable marks the first use of the Evaluation Framework as set out in D6.1. 

The deliverable reports on the technical evaluation of all that was available for scrutiny when 

the alpha version of the DataVaults platform was released at M20.  

It also checked that all the preparation work had been carried out at the demonstration sites, 

in order to smoothly proceed to the next phase of the project. 

¢ƘŜ 9Ǿŀƭǳŀǘƛƻƴ CǊŀƳŜǿƻǊƪ ŀƭǎƻ ŜƳǇƘŀǎƛǎŜŘ άŜǾŀƭǳŀǘƛƻƴ ŀǎ ŀ ƳŀƴŀƎŜƳŜƴǘ ǘƻƻƭέ ŀƴŘ ƛƴ ǘƘƛǎ 

capacity, we revisƛǘŜŘ ƻǳǊ ά¢ƘŜƻǊȅ ƻŦ /ƘŀƴƎŜέ ŦƻǊ 5ŀǘŀ±ŀǳƭǘǎ ŀƴŘ ƛƴcorporated some new 

insights into how the project should evolve in the final year. 

The technical testing showed that the Alpha Release of the platform served well its purpose 

of introducing the concept of DataVaults to the demonstrators and for letting them provide 

early feedback, while the overall potential of the platform as recorded by the demonstrators 

has been ranked as relatively high, considering that at this point the majority of the features 

that were delivered fully were very well perceived. 

The deliverable paves the way for the Evaluation of the Beta Platform (D6.4) and for the Final 

Evaluation of the project (D6.5). 
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2.3.3 Fulfilment ̌ f ẖe Ethical, Legal, Privacy, Security and Trust Requirements ........ 36 

3 Preparedness and Status of the Demonstration Sites ..................................................... 40 

3.1 Demonstrator #1 - Sports and Activity Personal Data (OLYMPIACOS) .................... 41 

3.1.1 Target Audience Reached during Alpha Phase .................................................... 41 

3.1.2 OLYMPIACOS Demonstrator Scenarios Evolution ............................................... 41 

3.1.3 OLYMPIACOS Scenario B ς Athletes Sports and Activity Data Sharing ................ 42 

3.1.4 5ŜƳƻƴǎǘǊŀǘƻǊΩǎ !ŎǘƛǾƛǘƛŜǎ ¢ƛƳŜƭƛƴŜ ..................................................................... 43 

3.2 Demonstrator #2 - Strengthening Entrepreneurship and Mobility (PIRAEUS) ....... 43 

3.2.1 Target Audience Reached during Alpha phase .................................................... 43 

3.2.2 PIRAEUS Demonstrator Scenarios Evolution ....................................................... 44 

3.2.3 5ŜƳƻƴǎǘǊŀǘƻǊΩǎ !ŎǘƛǾƛǘƛŜǎ ¢ƛƳŜƭƛƴŜ ..................................................................... 46 

3.3 Demonstrator #3 - Secure Healthcare Data Retention and Sharing ....................... 47 

3.3.1 Target Audience Reached during Alpha phase .................................................... 47 

3.3.2 ANDAMAN7 Demonstrator Scenarios Evolution ................................................. 48 

3.3.3 5ŜƳƻƴǎǘǊŀǘƻǊΩǎ !ŎǘƛǾƛǘƛŜǎ ¢ƛƳŜƭƛƴŜ ..................................................................... 49 

3.4 Demonstrator #4 ς SMART HOME PERSONAL ENERGY DATA (MiWenergia) ......... 50 

3.4.1 Target Audience Reached during Alpha phase .................................................... 50 

3.4.2 MIWENERGIA Demonstrator Scenarios Evolution............................................... 51 

3.4.3 5ŜƳƻƴǎǘǊŀǘƻǊΩǎ !ŎǘƛǾƛǘƛŜǎ ¢ƛƳŜƭƛƴŜ ..................................................................... 52 

3.5 Demonstrator #5 - Personal Data for Municipal Services and the Tourism Industry 

(PRATO) ................................................................................................................................ 53 

3.5.1 Target Audience Reached during Alpha phase .................................................... 53 



 HORIZON 2020 ς 871755 ς DataVaults   D6.3 - Pilots Evaluation of Alpha Platform Version 

 

©DataVaults Consortium  Page 5 of 71 

3.5.2 PRATO Demonstrator Scenarios Evolution .......................................................... 54 

3.5.3 tw!¢h 5ŜƳƻƴǎǘǊŀǘƻǊΩǎ !ŎǘƛǾƛǘƛŜǎ ¢ƛƳŜƭƛƴŜ ......................................................... 56 

3.5.4 Summary .............................................................................................................. 57 

4 Communication /interaction with stakeholders .............................................................. 57 

5 Technical Aspects ς Technology Acceptance by the Demonstrators ............................... 59 

6 Evaluative thinking and Validity of the DataVaults theory of change .............................. 63 

6.1 ¢ƘŜ ά9ǾŀƭǳŀǘƛǾŜ ¢ƘƛƴƪƛƴƎέ ǇǊƻŎŜǎǎ........................................................................... 63 

6.2 Evaluative Thinking and Business Model Progress .................................................. 63 

6.2.1 Smart Cities MarketPlace ..................................................................................... 64 

7 Conclusions ....................................................................................................................... 66 

!ǇǇŜƴŘƛȄ мΥ ¦ǇŘŀǘŜŘ tƭŀƴ ƻŦ 5ŜƳƻƴǎǘǊŀǘƻǊΩǎ !ŎǘƛǾƛǘƛŜǎ όaнр-M36) ..................................... 67 

  

  



 HORIZON 2020 ς 871755 ς DataVaults   D6.3 - Pilots Evaluation of Alpha Platform Version 

 

©DataVaults Consortium  Page 6 of 71 

List of Figures 

Figure 1: Schedule for WP6 ........................................................................................................ 8 

Figure 2: Data Ethics Canvas (source: ODI). ............................................................................. 28 

Figure 3: Quality in use model view based on the ISO/IEC 25010:2011 standard .................. 60 

 

 

List of Tables 

Table 1: Overall evaluation of citizen experience and of Legal, Ethical, Privacy and Security 

aspects ..................................................................................................................................... 26 

Table 2 Ethics and Data Protection Impact Assessment Questionnaire ................................. 36 

Table 3: Checklist for Legal, Ethical, Privacy, Security and Trust requirements ...................... 40 

Table 4: OLYMPIACOS Scenario A objectives ........................................................................... 42 

Table 5: OLYMPIACOS Scenario B objectives ........................................................................... 43 

Table 6: Execution Timeline for Demonstrator #1 - OLYMPIACOS .......................................... 43 

Table 7: PIRAEUS Scenario A objectives .................................................................................. 44 

Table 8: PIRAEUS Scenario B objectives................................................................................... 45 

Table 9: PIRAEUS Scenario C objectives ................................................................................... 46 

Table 10: Execution Timeline for Demonstrator #2 - PIRAEUS................................................ 47 

Table 11: ANDAMAN7 Scenario A objectives .......................................................................... 48 

Table 12: ANDAMAN7 Scenario B objectives .......................................................................... 49 

Table 13: Execution Timeline for Demonstrator #3 ς ANDAMAN7 ......................................... 50 

Table 14: MiWenrgia Scenario A objectives ............................................................................ 51 

Table 15: MiWenergia Scenario B objectives .......................................................................... 52 

Table 16: MiWenergia Scenario C objectives .......................................................................... 52 

Table 17: Execution Timeline for Demonstrator #4 - MIWENERGIA ....................................... 53 

Table 18: PRATO Scenario A objectives ................................................................................... 54 

Table 19: PRATO Scenario B objectives ................................................................................... 55 

Table 20: Prato Scenario C objectives ...................................................................................... 56 

Table 21: Execution Timeline for Demonstrator #5 - PRATO .................................................. 57 

Table 22: Communication with stakeholders .......................................................................... 58 

Table 23: Qualitative Evaluation Results per Demonstrator ................................................... 61 

Table 24: Updated Execution Timeline for Demonstrator #1 - OLYMPIACOS ......................... 68 

Table 25: Updated Execution Timeline for Demonstrator #2 - PIRAEUS................................. 69 

Table 26: Updated Execution Timeline for Demonstrator #3 ς ANDAMAN7 .......................... 69 

Table 27: Updated Execution Timeline for Demonstrator #4 - MIWENERGIA ........................ 70 

Table 28: Updated Execution Timeline for Demonstrator #5 ς PRATO................................... 71 

 

 

 



 HORIZON 2020 ς 871755 ς DataVaults   D6.3 - Pilots Evaluation of Alpha Platform Version 

 

©DataVaults Consortium  Page 7 of 71 

Terms and Abbreviations 

API Application Programming Interface 

BDVA Big Data Value Association 

D Deliverable 

DAA Direct Anonymous Attestation  

DoA Description of Action 

DTU Danish Technical University 

EDPIA Ethics and Data Protection Impact Assessment  

EFFRA European Factories of the Future Research Association 

EL Ethical and Legal 

EU European Union 

GDPR General Data Protection Regulations 

IEEE Institute of Electrical and Electronic Engineers 

IFIP International Federation for Information Processing 

IoT Internet of Things 

ISACA Information Systems Audit and Control Association 

KPI Key Performance Indicator 

MVP Most Valuable Product 

ODI Open Data Institute 

PIA Privacy Impact Assessment 

REST API Representational State Transfer  

SoTA State of the Art 

TOC Theory of Change 

TPM Trusted Platform Module 

WP Work Package 

  



 HORIZON 2020 ς 871755 ς DataVaults   D6.3 - Pilots Evaluation of Alpha Platform Version 

 

©DataVaults Consortium  Page 8 of 71 

1 INTRODUCTION 

1.1 INTRODUCTION 

άDataVaults aims to deliver a novel framework and architecture that leverages personal data, 

coming from diverse sources, to help Individuals construct their unified personal data hub, 

collect at a single point all of their personal data in a secure and trusted manner, and retain 

ownership and control on what to share and with whom, also receiving compensation for the 

artefacts they place at the disposal of other third parties.έ 1 

This document, as set out in the DoA, ŎƻǾŜǊǎΥ ά5ƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ ŘŜƳƻƴǎǘǊŀǘƻǊǎΩ 

operation and execution consolidating the input of Tasks 6.3-6.7. This report will evaluate the 

alpha version of the platform.έ It is the first activity from T6.8-Demonstrators Evaluation and 

Impact Assessment, which commenced at M19 and runs through to M36. Figure 1 below 

indicates the overall timings for the project. 

 

Figure 1: Schedule for WP6 

The evaluation framework of D6.1 has been set in operation now that the demonstration 

activities have commenced. Extensive data collection, regarding the experience of the 

demonstrator partners with the DataVaults platform, is now being conducted and will 

continue through to the end of the project. The data collection will meet the guidelines of the 

predefined evaluation framework and in accordance with the Evaluation Plan, in order to 

ensure the high quality of the feedback gained and the consistence of the evaluation 

activities. It also serves a wider function of acting as a general guidelines document for the 

project. All the activities scheduled for this phase of the project, which are covered in the 

Evaluation Plan, will be scrutinised. 

The Evaluation Plan will continuously be updated as the project evolves as άAn effective 

evaluation plan is a dynamic tool, or a ΨƭƛǾƛƴƎ ŘƻŎǳƳŜƴǘΩΣ ǘƘŀǘ ǎƘƻǳƭŘ ōŜ ǳǇŘŀǘŜŘ ƻƴ ŀƴ 

                                                      
1 DataVaults DoA. Section 1 3.1, Project Concept. 
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ongoing basis to reflect changes and priorities over time.έ2 The evaluation framework will 

continue to be studied extensively and should lead to valuable observations and conclusions 

about the viability and the sustainability of the DataVaults platform. The current version of 

the Evaluation Plan can be found in Appendix 1 ŀƴŘ ǘƘƛǎ ǿƛƭƭ ŜǾƻƭǾŜ ǿƛǘƘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǇǊƻƎǊŜǎǎΦ 

D6.1 set out to describe how we will evaluate both the pilots and the project as a whole. It 

ǇǊƻǾƛŘŜǎ ǘƘŜ ά5ƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ ŜǾŀƭǳŀǘƛƻƴ ŦǊŀƳŜǿƻǊƪ ŀƴŘ ǾŀƭƛŘŀǘƛƻƴ ƳŜǘƘƻŘƻƭƻƎȅΣ 

defining the various practices for recording feedback from the demonstration activities and 

including a set of test-ŎŀǎŜǎ ǘƻ ōŜ ŜȄŜŎǳǘŜŘ ōȅ ǘƘŜ ŘŜƳƻƴǎǘǊŀǘƻǊ ǇŀǊǘƴŜǊǎΦέ 

The demonstrations themselves commenced at M19 (July 2021). This document provides an 

initial evaluation, coming very quickly into the process of rolling out the demonstrations 

across the five sites at M22. This will be minimal in relation to the final evaluation. But it will 

enable us to check that the technology being developed is going in the right direction and will 

work, it will allow us to check that assumptions made about the project were correct and to 

enable us to check all the conditions are right and all preparations are in place to make 

progress in the coming months, including whether the needs and requirements of the 

stakeholders and of the personal data market are being taken into account. 

Iterations of this deliverable will occur with:  

¶ D6.4 Demonstrators' Evaluation of Beta Platform Version [M30]. 

¶ D6.5 Final Evaluation and Impact Assessment Report [M36]  

Here we are starting to fill in the detail of what needs to be done, starting with what we need 

to have covered within the first four months of the demonstrators having become active 

within the project.  

The alpha version was made available in M21. It includes ŀƭƭ ǘƘŜ άōŀǎƛŎέ ŦǳƴŎǘƛƻƴǎΣ ǿƘƛŎƘ ǿŜǊŜ 

specified in D5.2, following the availability of the mock APIs. So this first iteration evaluates 

only what we will have available by M21, with the demonstrations having kicked-off at M20.  

The work covered in the first evaluation phase will embrace the creation of connectors and 

the testing of them. But this does not have a definite deadline. The intention is to have as 

much of it as possible carried out before M24 and so the scheduling of the alpha phase 

evaluation needed to be flexible. The intention was to evaluate and report the testing of the 

WP5 outputs forming the alpha release in a controlled operation environment, and provide 

as much useful feedback (and not just debugging etc. but focus on user acceptance, 

perception of the service, feedback from the demonstrators regarding how DataVaults 

benefits them etc.), whilst identifying any necessary amendments that need to be performed 

in the scenarios or in the platform etc. 

In this document we report on using the platform and providing preliminary feedback and 

early metrics of what is covered in the evaluation framework set out in D6.1. Given the short 

                                                      
2United Nations Environment Agency,άŜǾŀƭǳŀǘƛƻƴ-criteria-and-ǊŀǘƛƴƎǎΣέΣώhƴƭƛƴŜϐΦ !ǾŀƛƭŀōƭŜΥ 
https://www.unenvironment.org/about-un-environment/evaluation-office/our-evaluation-
approach/evaluation-criteria-and-ratings. 
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period involved, this is not anticipated to be huge amounts. Essentially, we are at a stage 

where we are still developing the technology. And so the questions we will also need to lead 

with, will concern whether or not the building blocks and the receptacles and background for 

the demonstration activity is well prepared.   

D5.3 is the first release of the DataVaults platform, while it also provides the updated 

architecture, the APIs, the user stories and the plan for the next releases. It relies on the 

previously collected technical requirements and user stories presented in the deliverable D5.1 

and the architecture defined in D5.2. It also relies on the work performed in work packages 

WP3 and WP4, where the technical details of the components have been provided.  

As such, for the purpose of this initial evaluation stage, we will be focussing only on evaluating 

the Alpha release of the DataVaults platform and its components as provided in D5.3. 

1.2 DOCUMENT STRUCTURE 

The document essentially can be seen as having three sections. The first section poses the 

question as to whether all the envisaged preparation work has been successfully carried out. 

This will embrace a wide range of questions, including: 

¶ Whether the expected progress at this stage of the project has been achieved at all of 

the demonstration sites in accordance with what was planned in D6.2? 

¶ Have the conditions for having an ethical and privacy situation in keeping with the 

prescriptions of WP2 and WP10 been met?  

¶ Are the identified interactions with citizens capable of being carried out at each of the 

demonstration sites? 

¶ Is there sufficient interaction with all the identified stakeholders? 

This section is covered by chapter 2 to chapter 4. 

The second section will concentrate on the evaluation of the technical work from WP3 and 

WP4, with WP5 acting as the conduit bringing it all together. The technical approach will be 

covered and the results from the technical evaluation of the alpha version will be brought 

together. For this purpose, WP5 created specific tests to ensure quality of the code and the 

required test flows to cover the main aspects of the integration issues. 

This section is embraced by Chapter 5. 

And the third section will embrace progress made on a project level and will check whether 

the assumptions we have made remain valid. As referred to above, the whole evaluation 

framework and evaluation process is a dynamic tool and a living document to be studied and 

be updated on an ongoing basis to reflect changes and priorities over time. Have we identified 

any changes or new requirements from any of the key stakeholders? Are we learning lessons 

ǊŜƎŀǊŘƛƴƎ ƻǳǊ άofferingέ ƻǊ ƴŜǿ ŜƳǇƘŀǎƛǎ ǊŜǉǳƛǊŜŘ ƛƴ ǘŜǊƳs of our roadmap? Does the 

DataVaults Theory of Change remain true? And have we any preliminary observations which 

we may learn from, in the alpha demonstration phase of the project? 



 HORIZON 2020 ς 871755 ς DataVaults   D6.3 - Pilots Evaluation of Alpha Platform Version 

 

©DataVaults Consortium  Page 11 of 71 

This section is embraced by Chapter 6 whilst with Chapter 7, we will draw out any early 

conclusions which we can make from the evaluation of the alpha version of the platform. 

Finally, Appendix 1 will provide an update on the activities to be performed by the 

demonstrators, which was initially set out in an Appendix to D6.1.  
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2 LEGAL, ETHICAL, SECURITY, PRIVACY AND TRUST: STATE OF READINESS 

2.1     OBJECT OF THE LEGAL, ETHICAL, SECURITY, PRIVACY AND TRUST EVALUATION 

This section dwells upon the evaluation of the legal, ethical, security, privacy and trust aspects 

of the DataVaults technology (platform and App) and of the demonstrators where such 

technologies are going to be validated and assessed against the requirements elicited in the 

previous stage of the project. In particular, as regard the legal, ethical, security, privacy and 

trust requirementǎΣ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ƻǊƛƎƛƴŀƭƭȅ ǎŜǘ ƛƴ 5нΦм ά{ŜŎǳǊƛǘȅΣ tǊƛǾŀŎȅ ŀƴŘ D5tw 

/ƻƳǇƭƛŀƴŎŜ ŦƻǊ tŜǊǎƻƴŀƭ 5ŀǘŀ aŀƴŀƎŜƳŜƴǘέ ŀƴŘ ǘƘŜƴ ǊŜŦƛƴŜŘ ŀƴŘ ǳǇŘŀǘŜŘ ƛƴ 5нΦо άUpdated 

5ŀǘŀ±ŀǳƭǘǎ {ŜŎǳǊƛǘȅ aŜǘƘƻŘǎ ŀƴŘ aŀǊƪŜǘ 5ŜǎƛƎƴέΦ {ǳŎƘ ŘƻŎǳƳŜƴǘǎ ŀƭǎƻ ƻǳǘƭƛƴŜŘ ǘƘŜ 

surrounding challenges regarding such topics, as well as provided guidelines and hints aimed 

at supporting their operationalization, both during the execution of the project and, to some 

extent, in the post-project adoption of DataVaults outcomes. In particular, the assessment is 

going to be focused, in this evaluation iteration or in the subsequent ones, on: 

¶ [ŀȅŜǊ LΥ ǘƘŜ 5ŀǘŀ±ŀǳƭǘǎ ŘŜƳƻƴǎǘǊŀǘƻǊǎΩ ǇǊƻŎŜǎǎŜǎ ŀƴŘ ƻǇŜǊŀǘƛƻƴǎ (Sect. 2.2), including 

the ethical procedures and the preparatory activities in view of the interaction with the 

citizens planned in the next months. The demonstrators themselves need to adhere to 

ǘƘŜ 9ǘƘƛŎŀƭ ŀƴŘ [ŜƎŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ǎǇŜŎƛŦƛŎŀƭƭȅ ǎŜǘ ŦƻǊ ǘƘŜƳ ǿƛǘƘƛƴ ²tн ƻǊ ƛƴ ²tмл ά9ǘƘƛŎǎ 

wŜǉǳƛǊŜƳŜƴǘǎέΣ ǎǳŎƘ ŀǎ ǘƘŜ ƴŜŜŘ ǘƻ Ŧƻƭƭƻǿ ŜǘƘƛŎŀƭ ǇǊƻŎŜŘǳǊŜǎ όŎƻƴǎŜƴǘ ǇǊocedures, 

recruiting procedures, etc.) and to use adequate tools (such as the refined consent form 

and information sheet, the use of suitable inclusion/exclusion criteria for the involvement 

of volunteers in the demonstration activities, etc.) 

¶ Layer II: DataVaults technology (platform and app) (Sect. 2.3.), encompassing the 

assessment of the components, tools and services under development in the project and 

which are validated (and will be further evaluated in the next evaluation iterations) in the 

demonstrators. This layer includes: 

a) The description of the Ethics and Data Protection Impact Assessment (EDPIA), to be 

used at the end of the project  by each demonstrator and which will be the basis of 

the final assessment of the legal, ethical, security, privacy and trust aspects of 

DataVaults technology in the different contexts; 

b) Citizens' perspective on aspects impacting the legal and ethical dimensions of the 

DataVaults technology (platform and app), to be gathered with dedicated questions 

for each evaluation iteration, together with the other non-functional requirements 

questions. Details on how thiǎ ŎƛǘƛȊŜƴǎΩ ŦŜŜŘōŀŎƪ ƎŀǘƘŜǊƛƴƎ ǿƛƭƭ ƻŎŎǳǊ ŦƻǊ ŜŀŎƘ 

demonstrator are depicted in Sect. 2ΦоΦн ά/ƻƭƭŜŎǘƛƻƴ ƻŦ ŎƛǘƛȊŜƴǎΩ ŦŜŜŘōŀŎƪέ 

On the basis of these two layers, the mid-term and final EL evaluation regarding EL aspects 

will be elaborated, with a focus on Layer II. b), which is the one more useful for the future 

development work and for the operationalization of the ethics-and-privacy-by-design-and-

by-default approach. The evaluation addressed by point a) can also be useful, besides for EC 

to monitor our compliance with H2020 ethical standards, also for the post-project phase, for 

instance through the elaboration of lessons learnt or blueprints for DataVaults uptake and 

operation in real-life environments. 
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2.2   ETHICAL PROCEDURES AND INTERACTION WITH CITIZENS PREPARATION  

 

Evaluation Questionnaire on Ethical and Legal Aspects 

#1 Your reason for using personal data 
What is your primary purpose for collecting and using personal data in DataVaults?  
For which use cases/scenarios do you need them?  
Are you replacing another product or service as a result of DataVaults? 

 
Olympiacos 

Our primary purpose for collecting personal data and 
demographics data is to improve activity data, social media data 
and preferences from clubs' fans and members. In addition, we 
need to collect data from athletes to provide better management 
of statistical reports and better management of their results from 
ergometric tests and medical examinations. 
These are reflected in our three scenarios. 
With DataVaults platform we will replace some applications and 
documents from athletesΩ data. 

 
Piraeus 

Our primary purpose for collecting personal data is to : 
a) improve mobility  around sport venues at times of events 
b) enhance  the local commercial market, through the use of 

citizens commercial profiles 
c) provide tailored cultural and touristic experiences to 

tourists and citizens   
These activities are depicted in the three scenarios included in the 
demonstration activities of DataVaults. 

 
Andaman7 

The first main reason to collect data is to use them to provide new 
features to our users and improve the attractiveness towards our 
app to bring new users. The second reason is to be able to help 
build a better health system by sharing part of such data to B2B 
partners (with user consent) such as medical research companies. 
Data collection is needed in both scenarios. Whilst the 1st 
scenario mainly concerns the collection for B2B partners, the 
second scenario aims to improve the Andaman7 application. 
DataVaults will improve our existing product. 

 
Miwenergia 

Our main purposes for collecting energy consumption data are to 
be able to recommend energy-saving tips, design PV installations 
and generate energy demand prediction models.  
These are reflected in our three scenarios. 
²Ŝ ƴƻǿ ǳǎŜ ŀƴ ŜȄǘŜǊƴŀƭ ŀǇǇƭƛŎŀǘƛƻƴ ǘƻ ǇǊŜŘƛŎǘ ƻǳǊ ŎƭƛŜƴǘΩǎ ŜƴŜǊƎȅ 
demand, which could be substituted with our own model trained 
with information from DataVaults. 

 
Prato 

!ǎ tǊŀǘƻ aǳƴƛŎƛǇŀƭƛǘȅΣ ǘƘŜ ǇǊƛƳŀǊȅ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ŀŎŎŜǎǎ ŎƛǘƛȊŜƴǎΩ 
personal data for improving mobility services and contributing to 
enrich the cultural offer in the city, together with the involved 
museums. Use cases are related with mobility, cultural offer and 
exchange of personal certificates. 
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In the case of mobility and culture, DataVaults might substitute 
ŎǳǊǊŜƴǘ ŀǇǇǊƻŀŎƘŜǎ ƛƴ ǘƘŜ ŀŎǉǳƛǎƛǘƛƻƴ ƻŦ ŎƛǘƛȊŜƴǎΩ ǇŜǊǎƻƴŀƭ ŘŀǘŀΣ 
based on the purchase from big data players 

#2 Recruitment procedures 
Have you already followed the recruitment procedures, including the inclusion/exclusion 
criteria, described in D10.1 to identify/recruit research participants?  

 
Olympiacos 

No recruitment has been carried out so far. The recruitment 
procedures will be applied in the following period of the project, 
when at least the beta version of the tools will be available and 
real users will be involved. 

 
Piraeus 

No recruitment has been carried out so far. The recruitment 
procedures will happen in the next months. 

 
Andaman7 

Recruitment has not started yet. The plan is to wait for a version 
of Andaman7 app that already integrates at least a small part of 
DataVaults before recruiting any user. Recruitment is therefore 
planned for the beta stage. 

 
Miwenergia 

Yes, we have followed every criterion described in D10.1. Every 
participant has signed the correspondent informed consent and 
we have informed every participant that their participation is 
voluntary. We have not finished this process yet. 

 
Prato 

No recruitment has been carried out so far. The recruitment 
procedures will be applied in the following period of the project, 
when at least the beta version of the tools will be available and 
real users will be involved. 

#3 Informed consent procedures 
Have you already followed the informed consent procedures described in D10.for the 
participation of humans? Have you already introduced any changes to simplify the informed 
consent and information sheets inserted in D10.1, in order to make them more intelligible 
to the research participants and/or to adapt them to the online environment?  

 
Olympiacos 

The informed consent procedure has not been applied yet, since 
no involvement of real users has been carried out. No changes are 
foreseen in the already provided form, which is ready to be 
published and accessible through the DataVaults platform. 

 
Piraeus 

The informed consent procedure has not been applied yet. 
No changes have been made. 

 
Andaman7 

We started the development and integration of the informed 
consent procedure in our registration process. 
To be able to display it properly on a mobile phone, we will most 
probably provide a screen summarizing the content and 
referencing the full version of the consent. During the registration 
process, the user will also receive the complete document by 
email. 
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Miwenergia 

Yes, every participant has been well informed with the 
information sheet and consent form. 
We have not made any changes to simplify the informed consent 
yet because we have contacted our participants in a more direct 
way: via phone and email. 
It is still our plan to simplify it in later stages. 

 
Prato 

The informed consent procedure has not been applied yet, since 
no involvement of real users has been carried out. No changes are 
foreseen in the already provided form, which is ready to be 
published and accessible through the DataVaults platform. 

#4 Security and privacy-preserving measures 
Have you already taken the measures for data collection, handling, storage, protection, 
retention and destruction as described in D10.2, as well as for managing the rights of the 
users? 

 
Olympiacos 

We carried out an impact analysis on the basis of the platform 
details provided by technical partners. Since the platform at the 
ƳƻƳŜƴǘ ŘƻŜǎƴΩǘ ǎǘƻǊŜ ǊŜŀƭ Řŀǘŀ ŀƴŘ ƴƻ ǊŜŀƭ ǳǎŀƎŜ Ƙŀǎ ōeen 
carried out, such measures have not been applied yet 

 
Piraeus 

We will handle and store all the information as described in D10.2. 

 
Andaman7 

All security and privacy-preserving measures were already 
integrated in our Andaman7 platform/app before the DataVaults 
project. 

 
Miwenergia 

Yes, we have handled and stored correctly all the information. We 
have not yet destroyed any documents because no user has 
claimed his right to do so. 

 
Prato 

We carried out an impact analysis on the basis of the platform 
details provided by technical partners. Since the platform at the 
ƳƻƳŜƴǘ ŘƻŜǎƴΩǘ ǎǘƻǊŜ ǊŜŀƭ Řŀǘŀ ŀƴŘ ƴƻ ǊŜŀƭ ǳǎŀƎŜ Ƙŀǎ ōŜŜƴ 
carried out, such measures have not been applied yet. 

#5 Profiling 
In case in your demonstrator profiling is expected to occur, have you already informed or 
are you going to inform the data subjects on it, including also on its possible consequences, 
according to what planned in D10.2? And in such a case, have you already taken the 
mitigating measures described in D10.2 to safeguard their rights?  

 
Olympiacos 

Information on profiling is already available in the informed 
consent form that will be accessed by real users as soon as the 
platform status will allow it. No real profiling has taken place so 
far. 

 
Piraeus 

Information on profiling is already included in the informed 
consent form to be used.  
No profiling has taken place so far. 
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Andaman7 

Profiling is not expected to occur in our use case scenarios. 

 
Miwenergia 

Yes, we have implemented all the measures required. 

 
Prato 

Information on profiling is already available in the informed 
consent form that will be accessed by real users as soon as the 
platform status will allow it. No real profiling has taken place so 
far. 

#6 Special categories of personal data 
Have you planned and/or implemented proper safeguards for the special categories of 
personal data, if any in your demonstrator? Have you planned and/or implemented 
adequate measures to ensure that such special categories of personal data will not be used 
beyond the original purposes?  

 
Olympiacos 

We have not planned any safeguards or measures. 

 
Piraeus 

We have not planned any safeguards or measures. 

 
Andaman7 

All safeguards for the special categories of personal data were 
already integrated in our Andaman7 platform/app before 
DataVaults project. Only anonymized/statistics data will be 
collected and stored 

 
Miwenergia 

We have neither planned nor implemented any safeguards or 
measures as we do not have special categories of data. 

 
Prato 

We carried out an impact analysis on the basis of the platform 
details provided by technical partners. Since the platform at the 
ƳƻƳŜƴǘ ŘƻŜǎƴΩǘ ǎǘƻǊŜ ǊŜŀƭ ŘŀǘŀΣ there is no need for applying 
such measures above those currently in place. 

#7 Participation to the DataVaults Ethics Board 
Has a representative of your demonstrator taken part to the activities of the DataVaults 
Ethics Board (meetings, opinions on deliverables relevant to ethics and privacy, planning of 
adequate countermeasures, etc.) and brought the specificities of your demonstrators to the 
attention to the other members, as described in D10.3? 

 
Olympiacos 

Yes, we have attended the Ethics Board. 

 
Piraeus 

Yes, we have attended the Ethics Board.  



 HORIZON 2020 ς 871755 ς DataVaults   D6.3 - Pilots Evaluation of Alpha Platform Version 

 

©DataVaults Consortium  Page 17 of 71 

 
Andaman7 

Yes, specificities were communicated during Ethics meetings and 
through deliverables 

 
Miwenergia 

Yes, we have attended all the Ethics Board.  

 
Prato 

Yes, one representative is member of the Board and actively takes 
part in the board discussions, for example as far as compensation 
methods for public administration are concerned. 

#8 Positive impact on people 
Have you considered the positive effects on people of the implementation of your 
demonstrator? 
Are you making things better for society? How and for whom?  
Which individuals, groups, demographics or organisations will be positively affected by it? 
How? 
How are you measuring and communicating positive impact? How could you increase it? 

 
Olympiacos 

Positive effects that we have considered for data owners and data 
seekers. The club will provide marketing campaigns and useful 
analytics. 

Moreover, we assume that the demonstrator will contribute in 
ŀǊƛǎƛƴƎ ƳŜƳōŜǊǎΩ ŀǿŀǊŜƴŜǎǎ ƻƴ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƳŀƴŀƎŜƳŜƴǘ Ǌƛǎƪǎ 
and will empower users in maintaining the control on their data 
sharing. 

We are planning to use survey tools to measure such impacts and 
to disseminate results through social channels and 
communication media. 

 
Piraeus 

All scenarios are either targeting the improvement of the life of 
citizens and tourists (mobility and tailored touristic/cultural 
experiences) or the enhancement of local economy (empowering 
local shop owners and entrepreneurs). We are planning surveys 
in order to measure the expected positive impact, as described in 
the AF of DataVaults. 

 
Andaman7 

Our main objectives are improving the app to help users to take 
care of their health and ease collection of data for companies that 
build a better healthcare system for the future. We then aim to 
have a positive effect on our users (patients), healthcare 
companies and ultimately the whole healthcare system. 
The KPIs we are planning to measure should help having a sense 
of those positive impacts. 

 
Miwenergia 

Yes, we have the intention to provide users with useful energy 
efficiency tips while educating them in awareness of renewable 
sources and efficiency use of resources. This will not only benefit 
the individual but will also be good for all society because we plan 
reduce the impact on the environment. 
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Prato 

Positive effects might arise both for all groups of citizens and data 
seekers (municipality, cultural institutions, and fiscal service 
providers) in the improvements of public and cultural services and 
in the facilitation in the management and sharing of personal 
certificates. Moreover, we assume that the demonstrator will 
ŎƻƴǘǊƛōǳǘŜ ƛƴ ŀǊƛǎƛƴƎ ŎƛǘƛȊŜƴǎΩ ŀǿŀǊŜƴŜǎǎ ƻƴ ǇŜǊǎƻƴŀƭ Řŀǘŀ 
management risks and will empower users in maintaining the 
control on their data sharing. 
We are planning to use survey tools to measure such impacts and 
to disseminate results through social channels and 
communication media active in the city. 

#9 Negative impact on people 
Have you considered the possible negative effects on people of the implementation of your 
demonstrator? 
Who could be negatively affected by it? 
Could the way that data are collected, used or shared, cause harm or expose individuals to 
risk of being re-identified?  
How are limitations and risks communicated to people (both people whom the data are 
about and people potentially impacted by their use)? 
What steps can you take to minimise harm?  
How are you going to measure, report and act on potential negative impacts of your 
demonstrator? 

 
Olympiacos 

We do not foresee any negative impact on people, related to the 
three scenarios and the type of data collected 

 
Piraeus 

We do not foresee any negative impact on people, related to the 
three scenarios and the type of data collected. 
 

 
Andaman7 

Negative impacts are not expected by the kind of data collection 
that is planned during our demonstration. 
Of course, the fear of sharing such sensitive data will still be 
present. During the whole demonstration, we are planning to 
communicate with users in the most transparent way to convince 
them their data are secured. 
Any report done by a user at any step of the process will be taken 
into consideration to reveal and fix any harm. 

 
Miwenergia 

We do not consider the users will face negative effects from our 
collection and use of their data. 
The users will face some difficulties just as any other user of an 
innovative application such as DataVaults. We intend to help 
them in understanding the use of the platform and make the 
adaptation process as short as we can. 

 

We are not foreseeing any particular negative effects on people 
and the technical solutions put in place in the DataVaults tools will 
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Prato ǊŜŀǎƻƴŀōƭȅ ǇǊŜǾŜƴǘ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ƻŦ ƛƴŘƛǾƛŘǳŀƭǎΩ ǊŜ-
identifications. 
Nevertheless, the survey tools that will be adopted in the open 
demonstration phase might possibly highlight negative impacts 
perceived by the users. Should this be the case, specific 
countermeasures will be put in place accordingly. 

#10 tŜƻǇƭŜΩǎ ŦŜŜŘōŀŎƪ 
Are you routinely building in thoughts, ideas and considerations of people affected in your 
demonstrator? How? 
What information or training might be needed to help people understand data issues? 
Are you going to establish proper interaction mechanisms with data subjects for 
communicating them their rights and notices, answering their questions and providing 
further information to them about the data processing?  
Are you going to use some specific functionalities of the DataVaults platform and app? 

 
Olympiacos 

tŜƻǇƭŜΩǎ ŎƻƴǘǊƛōǳǘƛƻƴ ƳƛƎƘǘ ōŜ ǘŀƪŜƴ ƛƴǘƻ ŀŎŎƻǳƴǘ ōȅ ŀŎǘƛǾŀǘƛƴƎ 
some feedback process related with the demonstrator activities, 
for example through specific surveys but also social media 
campaigns managed by the administration. 

The topic of personal data sharing is increasingly important and 
some specific communication and training actions could be 
carried out through social media and institutional channels. At the 
moment no specific communication tools are included in the 
DataVaults app/platform, but should this happen, we will consider 
this opportunity. 

 
Piraeus 

²Ŝ Ǉƭŀƴ ǘƻ ŀǎƪ ŦƻǊ ǳǎŜǊΩǎ ŦŜŜŘōŀŎƪ Ǿƛŀ ǉǳŜstionnaires, either 
standalone or through the DataVaults platform. 

 
Andaman7 

Any spontaneous feedback will be collected at any time and 
answered as quickly as possible through our support platform. 
Such feedback will be done by email or through the Andaman7 
app. 
In addition, we plan to ask feedback through questionnaires sent 
to users registered to the demonstration via email or via 
DataVaults app when the functionality is ready 

 
Miwenergia 

²Ŝ Ǉƭŀƴ ǘƻ ŀǎƪ ŦƻǊ ǳǎŜǊΩǎ ŦŜŜŘōŀŎƪ Ǿƛŀ ǉǳŜǎǘƛƻƴƴŀƛǊŜǎΦ ²Ŝ ǿƛƭƭ also 
be available for them to contact us via email or phone if they have 
any issues. 
At some stage, we will carry out the questionnaires through the 
application itself. 

 
Prato 

tŜƻǇƭŜΩǎ ŎƻƴǘǊƛōǳǘƛƻƴ ƳƛƎƘǘ ōŜ ǘŀƪŜƴ ƛƴǘƻ ŀŎŎƻǳƴǘ ōȅ ŀŎǘƛǾŀǘƛƴƎ 
some feedback process related with the demonstrator activities, 
for example through specific surveys but also social media 
campaigns managed by the administration. 
The topic of personal data sharing is increasingly important and 
some specific communication and training actions could be 
carried out through social media and institutional channels. At the 
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moment no specific communication tools are included in the 
DataVaults app/platform, but should this happen, we will consider 
this opportunity. 

#11 Privacy-friendliness 
Do you perceive DataVaults as a privacy-friendly technology? 

 
Olympiacos 

Yes, this is essentially the purpose of the DataVaults tools. 

 
Piraeus 

Yes, we consider DataVaults to be a privacy-friendly technology. 

 
Andaman7 

Yes, the platform is built to be privacy-friendly through the 
combination of multiple tools that ensures the purpose. 

 
Miwenergia 

Yes, we consider DataVaults to be a privacy-friendly technology. 
Even though, it collects sensitive data, it is required consent from 
the users to share them and with the anonymization he desires. 

 
Prato 

Yes, this is essentially the purpose of the DataVaults tools. 

#12 Societal Impact 
From your point of view, what segments of society are expected to benefit most from 
DataVaults deployment? 

 
Olympiacos 

Potentially, the benefits provided by DataVaults are expected to 
be felt by a wide number of segments in society, since the topic of 
personal data management and sharing is currently increasing 
importance at all levels. 

 
Piraeus 

From our point of view, benefits are expected for both the data 
users and data seekers as described in DataVaults. Data users, in 
our case citizens and tourist, may benefit directly from the 
compensation mechanism and indirectly through the 
improvement of their everyday life (mobility, touristic/cultural 
experiences), while data seekers, in our case the municipality or 
the local trade association will benefit in terms of having an extra 
tool to acquire much needed information for strategic planning. 

 
Andaman7 

From the health point of view, the main segments that could 
benefit are both patients (to be empowered with their data and 
contribute to better care and research) and the medical 
research/medical care companies that run clinical trials. The 
DataVaults platform should bring a powerful tool that will ease 
recruitment and data collection for such trials. Given the fact that 
those are usually built to bring better health for everyone, the 
whole health system should ultimately benefit from it. 
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Miwenergia 

From our energy point of view, people who are responsible for 
their homes and who are not very educated in energy efficiency 
and renewable sources will benefit greatly.  

 
Prato 

Potentially, the benefits provided by DataVaults are expected for 
a wide number of segments in society, since the topic of personal 
data management and sharing is currently increasing importance 
at all levels. Of course, since DataVaults is a technological solution 
connecting digital data source, it will address those using digital 
devices and accessing digital services, who represent certainly an 
ever growing part of the population. 

 

2.3 EVALUATION OF THE DATAVAULTS TECHNOLOGY  

 

At the core of DataVaults is the provision of safe, secure, private, fair, legal and ethical 

mechanisms for handling personal data. Therefore, this aspect of the Evaluation Plan was 

designed to ensure that we conform to everything that has been promised in these respects. 

Table 1 below sets out how we propose to do this, indicating the metrics, success criteria and 

data collection process. 

Objective 

Metrics: 
Description 
of indicators 

towards 
assessing 
progress 

Measures of 
change: Success 

criteria 

Data Collection 
Methods and 

sources 

Frequency of data 
collection 

Alpha phase 
evaluation 

Citizen experience   

C.1 
Improving 
Privacy Risk 
Exposure 
Awareness 
for 
Individuals 
when 
sharing 
Personal 
Data. KPI 

currently 
zero  

100% with 
introduction of new 
methods. 
Delivery of the 
Platform and of the 
Dashboard. 
 

The privacy risk 
metrics dashboard 
will provide this 
information, as 
opposed to the 
current situation 
where no such 
data is available.  

From date of 
availability of 
dashboard, as 
appropriate 

Not for 
alpha phase 
evaluation 

C.2 
Improve-
ment of 
Individuals 
Know-ledge 
on Personal 
Data Safe-
guarding.  

Did this 
facilitate 
risk 
situational 
awareness? 
 

Individuals engaged 
on the platform will 
understand better 
how to share and 
safeguard their 
data. Show an 
increase. 

Verified through 
the AS-IS vs. TO-BE 
evaluation in the 
demonstrators 
through surveys, 
interviews etc. 

Surveys and 
interviews  as 
appropriate 

Not for 
alpha phase 
evaluation 
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C.3 To 
overcome 
reluctance 
to personal 
data 
sharing 
services via 
DataVaults 

Did the 
DataVaults 
system 
contribute 
to build 
trust and 
overcome 
the data 
ƻǿƴŜǊǎΩ 
reluctance 
in sharing 
their 
personal 
data? 
 

Individuals will be 
educated on how 
their personal data 
can be used, while 
also enjoy 
remuneration for 
this, resulting in a 
trust building. 
Use of service 

Verified through 
the AS-IS vs. TO-BE 
evaluation in the 
demonstrators 
through surveys, 
interviews etc. 

Surveys and 
interviews  as 
appropriate 

Not for 
alpha phase 
evaluation 

Did these facilitate both privacy and trust 
preservation and has there been an 
Improvement in Trust? And TOC1 Have we given 
improved control and awareness of how a 
ŎƛǘƛȊŜƴΩǎ Řŀǘŀ ƛǎ ǎƘŀǊŜŘ ŀƴŘ ƳŀƴŀƎŜŘΚ   

Observation from C1, C2 and C3. 
Not for 

alpha phase 
evaluation 

C.4 
Increase of 
the value of 
personal 
data 
attributed 
back to 
owners  
KPI 
Are 
individuals 
receiving a 
fair share 
of their 
data value? 

currently 
zero  

100% with 
introduction of new 
methods. 
Currently no value is 
attributed to data 
owners, and with 
DataVaults this will 
change.  

Verified through 
the DataVaults 
methodology and 
the AS-IS vs. TO-BE 
evaluation in the 
demonstrators 
through surveys, 
interviews etc. 

Surveys and 
interviews  as 
appropriate 

Not for 
alpha phase 
evaluation 

C.5 To 
develop 
privacy 
metrics 
that are 
easy to 
understand 
for data 
subjects  

Develop-
ment of 
user-
friendly 
privacy 
metrics, 
whose test 
will occur in 
the next 
phases of 
evaluation 

100% with 
introduction of 
privacy metrics and 
information to the 
data owners 
through easy-to-
understand privacy 
notices 

Verified through  
citizen testing and 
AS-IS vs. TO-BE 
evaluation in the 
demonstrators 
through surveys, 
interviews etc. 

Surveys and 
interviews as 
appropriate 
 
Privacy Measures to 
determine the 
susceptibility of data 
or a dataset to 
revealing private 
information. 
(https://arxiv.org/abs
/1512.00327) 

Not for 
alpha phase 
evaluation 

C.6 Has the 
personal 
app been 
successfully 
used by 
individuals 

N/A 

100% with the use 
of the personal app 
by individuals. 
Currently individuals 
do not feel fully-
comfortable in 

Verified through  
citizen testing and 
evaluation in the 
demonstrators 
through surveys, 
interviews etc. 

Surveys and 
interviews  as 
appropriate 

Not for 
alpha phase 
evaluation 
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for storing, 
collecting 
and sharing 
data and 
what was 
their 
experience 
here? 

sharing their 
personal data with 
personal data 
platforms. With 
DataVaults this will 
change, thanks to its 
functionalities for 
user control and the 
fair, transparent 
share of the value of 
data (trust building 
and acceptance of 
DataVaults) 

C.7 Was 
the 
personal 
app 
consent 
mechanism 
clear and 
well-
received? 

N/A 

The consent form 

and information 

sheet already 

provided for each of 

the demonstrators 

will be refined and 

updated in order to 

adapt them to the 

online environment, 

the layered 

approach for 

consent 

management 

described in D2.1 

and the indications 

coming from the 

95t{Ωǎ Guidelines 

05/2020 on consent 

under Regulation 

2016/679Version 

1.1 (2020) 

 

Verified through  
citizen testing and 
evaluation in the 
demonstrators 
through surveys, 
interviews etc. 

Surveys and 
interviews  as 
appropriate 

Not for 
alpha phase 
evaluation 

 Legal,  Ethical, Security and Privacy aspects 

R.1. άtŜǊǎƻƴŀƭ Řŀǘŀ 
platforms shall ensure 
respect of prevailing 
legislation and allow data 
subjects and data owners 
to remain in control of 
their data and its 
ǎǳōǎŜǉǳŜƴǘ ǳǎŜΦέ 

Is there compliance with list of 
requirements identified in WP2? 
 
 

Section 2.3.3 
hereunder shows the 
state of achievement 
of the requirements 
set in D2.2 and D2.3, 
including compliance 
with the applicable 
legislation.  

The design 
of 

DataVaults 
technology 

is taking into 
account the 
requirement
s set in WP2.  

R.2. άΧ /ƻƴŘƛǘƛƻƴǎ ƻŦ ǳǎŜ 
and practical 
arrangements of data 
sharing should be 
ǊŜƎǳƭŀǘŜŘΦέ 

The approach and key choices related to 
the Smart for the fair and secure 
personal data management have been 
defined in T2.3 and is under 
implementation within WP3, WP4 and 
WP5 
 

Section 2.3.3 
hereunder shows the 
state of achievement 
of the requirements 
set in D2.2 and D2.3, 
including compliance 

The Data 
Sharing 

configur-
ation service 

has been 
developed 
and will be 
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with the applicable 
legislation. 

integrated in 
the next 
iterations 

R.3. Has there been a 
contribution to the Basis 
for Privacy, Ethics and 
IPR? 

This will be part of Lessons Learned. 
This will be reported 

in D6.6 

Not for 
alpha phase 
evaluation 

Do we contribute to and are we aligned with:  

R.4. Ethics driven 
guidelines and privacy & 
security standards 

Several data ethics guidelines have been 

central to the design and ongoing 

development of DataVaults technology, 

such as  the EDPB-EDPS Joint Opinion 

03/2021 on the Proposal for a regulation 

of the European Parliament and of the 

Council on European data governance 

(Data Governance Act) Version 1.1 

(March 2021), the EDPS Opinion 7/2015 

άaŜŜǘƛƴƎ the challenge of Big Data. A call 

for transparency, user control, data 

ǇǊƻǘŜŎǘƛƻƴ ōȅ ŘŜǎƛƎƴ ŀƴŘ ŀŎŎƻǳƴǘŀōƛƭƛǘȅέ 

(2015), as well as the Open Data 

LƴƛǘƛŀǘƛǾŜΣ ²ƘƛǘŜ tŀǇŜǊ άIŜƭǇƛƴƎ 

organisations navigate ethical concerns 

in their data practices (2017) and the 

ά5ŀǘŀ 9ǘƘƛŎ /ŀƴǾŀǎ ς ¦ǎŜǊ DǳƛŘŜέ όнлнмύ 

 
Privacy standards for information 
security 
(https://www.enisa.europa.eu/news/eni
sa-news/privacy-standards-for-
information-security) 

This will be further 
assessed and reported 

in D6.4 and D6.5 

YES. The 
current 

design and 
ongoing 

implement-
ation of the 
DataVaults 

technologica
l artefacts 
are aligned 

with the 
ethics-
driven 

guidelines 
and privacy 
& security 
standards, 
as resulting 
in the WP3, 
WP4 and 

WP5 
deliverables.    

R.5. Fundamental Rights 
and Well-being 

The design and ongoing implementation 

of the DataVaults technological artefacts 

are driven by Fairness & Privacy-by-

Design-and-by-Default approach, 

enriched with the Protection Goals 

method, as described in D9.2 and in D2.1 

 

This will be further 
assessed and reported 

in D6.4 and D6.5 

YES. 
DataVaults 
technologies 
already 
developed 
and under 
developmen
t are 
directed to 
uphold 
European 
values, for 
respecting 
fundamental 
right of the 
data owners 
and 
promote 
their well-
being and 
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empower-
ment, as 
resulting in 
the WP3, 
WP4 and 
WP5 
deliverables   

R.6. Is the personal app 
compliant with EU 
regulations and national 
laws? 

D2.1 and D2.3 provide the identification 
and description of the regulatory 
sources relevant to the DataVaults 
components, personal App and cloud-
based platform, together with a series of 
mandatory and recommended legal 
requirements to be met  

This will be further 
assessed and reported 

in D6.4 and D6.5 

YES. The 
DataVaults 

technologies 
already 

developed 
and under 
develop-

ment took 
into account 
the relevant 
legal sources 

and are 
compliant 
with them. 

Further 
assessment 

of this 
aspect 

needs to be 
performed 

in the 
following 

stages of the 
project, 

once other 
outcomes 

will be 
finalized   

R.7. Did we provide an 
Ethics monitoring 
framework? 

D9.2, Sect. 2 describes the overall ethical 

policy of the project. Such a Policy, 

besides describing the Fairness & 

Privacy-by-Design-and-by-Default 

enriched with the Protection Goals 

Approach, comprises a snapshot of the 

ethical procedures and responsibilities, 

the definition of the oversight 

responsibilities (DataVaults Ethics & 

Data Protection Officer and DataVaults 

Ethical Board) and preliminary 

considerations for the elaboration of the 

comprehensive Ethical and Data 

Protection Impact Assessment 

methodology to be used within WP6, 

ŘǳǊƛƴƎ ǘƘŜ ŘŜƳƻƴǎǘǊŀǘƻǊǎΩ ƻǇŜǊŀǘƛƻƴǎ. 

N/A YES 
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Furthermore, D10.2 section 3.1.1 

provides a comprehensive ethics risk 

ŜǾŀƭǳŀǘƛƻƴ ǘŀōƭŜ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ǇƛƭƻǘΩǎ 

activities. In addition, the Ethics Board 

has been set, including independent 

expertise, and is operating with strong 

interaction with the technical team. 

R.8. Did we successfully 
adopt novel trusted and 
security-by-design data 
mining, management, 
analysis and sharing 
techniques? 
 

The approach and processes, were 
outlined in T2.2, where also the key 
technological choices were taken.  

In line with the 
approach and 

techniques set in 
WP2, these aspects 

were initially covered 
by D3.1 and will be 
further addressed in 

D3.2 and D3.3, 
besides in the next 
WP5 deliverables 

Not for 
alpha phase 
evaluation 

R.9. Have privacy analytic 
methods been provided 
and tested? 
 

Details on the approach and procedures 

for data collection, storage, protection, 

retention, and destruction to be 

implemented by the DataVaults tools 

(app and platform) are and will be 

further provided in the technical 

deliverables released by the DataVaults 

consortium in WP2, WP3, WP4 and WP5. 

Next WP3, WP4, WP5 
deliverables 

Not for 
alpha phase 
evaluation 

Table 1: Overall evaluation of citizen experience and of Legal, Ethical, Privacy and Security aspects 

 

Three instruments will be used in the next evaluation cycles to assess these aspects. They will 

be described in the following sections. 

2.3.1 Ethics and Data Protection Impact Assessment  

 

¢ƘŜ 9ǘƘƛŎǎ ŀƴŘ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ LƳǇŀŎǘ !ǎǎŜǎǎƳŜƴǘ ό95tL!ύ ƛǎ άŦǳƴŎǘƛƻƴŀƭ ǘƻ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘ 

ƻŦ Ǌƛǎƪǎ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭǎΩ ǊƛƎƘǘǎΣ ŦǊŜŜŘƻƳǎ ŀƴŘ ǿŜƭƭōŜƛƴƎΣ ŦƻǊ ŜƴǎǳǊƛƴƎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ Řŀǘŀ 

protection law (GDPR3 aƴŘ ƴŀǘƛƻƴŀƭ ǊŜƎƛƳŜǎύΣ ŀƴŘ ŜǘƘƛŎŀƭ ƳŀƴŘŀǘŜǎέ4 

The assessment methodology regarding the risks for the personal data will be conducted 

following the indications of Article 35 sec. 1 GDPR, taking into account the nature, scope, 

context and purposes of the processing operations in each demonstrator in view of evaluating 

their impact on the protection of personal data, to identify and reduce the data protection 

                                                      
3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard 

to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 

Regulation) 

4 DataVaults D9.2 Ethics and Data Management Plan. 




























































































