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Executive Summary

This deliverable marks the first use of the Evaluation Framework as set out in D6.1.

The deliverable reports otine technical evaluation of all that was available for scrutiny when
the alpha version of the DataVaults platform was released 20.

It alsochecked that all the preparation work had been carried out at tesdnstratian sites
in order to smoothly proceed to the next phase of the project.

¢CKS 9@l fdzr A2y CNIYSg2N] lfaz SYLKIFAAASR &S«
capacity, we revs i SR 2 dzNJ a ¢ KS2NE 2 7F [/ dérpoyaeSsometndawNI 51 G |
insights into how the project should evolve in the final year.

The technical testing showed thtdte Alpha Release of the platform served well its purpose
of introducing the concept of RaVaults to the demonstrators and for letting them provide
early feedback, while theverallpotential of the platform as recorded by the demonstragor
has been ranked as relatively high, considering that at this point the majority of the features
that were delivered fully were very well perceived.

The deliverable paves the way for the Evaluation of the Beta Platform (D6.4) and for the Final
Evaluation of the projeqD6.5)
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1 INTRODUCTION

1.1 INTRODUCTION

oDataVaults aims to deliver a novel framework and architecture lthatrages personal data,
coming from diverse source® help Individuals construct their unified personal data hub,
collect at a single point all of their personal data in a secure and trusted manner, and retain
ownership and control on what to share anath whom, also receiving compensation for the
artefacts they place at the disposal of other third parties.

This document as set out in the DoAQ2 OSNAFdzvaSYy Gl GA2y 2F GKS
operation andexecution consolidating the input of Tasks-6.3. This report will evaluate the

alpha version of the platforra |t is the firstactivity fromT6.8Demonstrators Evaluation and
Impact Assessmentvhich commenced at M19 and runs through to M36gure 1 below
indicates the overall timings for the profec

31/08/2021 31/12/2021 30/06/2022 31/12/2022
M20 M24 M30 M36

Teday 30/06/2021
mMig
WP3-4-5
Development/Integration
alpha beta V0.5 V1.0
Basic functions® Full functional + Full functional + Final Product
+ stalic screens Experimental non- Experimental non
critical features {like critical features (like
S5E) SSE)
Pilot Planning and Preparation
»
L
Development of Pilot Connectors and Customisations more connectors/customasations as needed
P — —— — — — — = = = =
Alpha version evaluation
Small/scale/closed group beta version evaluation v0.5 version evaluation
Larger scale and/or open group Open group _
e

Figurel: Schedule for WP6

The evaluation framework of D6.has beenset in operationnow that the demonstration
activities have commencedExtensive data collection, regarding the experience of the
demonstrator partners with theDataVaults platform,s now being conducted and will
continuethrough to the end of the projectThe data collection will meet the guidelines of the
predefined evalation framework and in accordance with the Evaluation Planorder to
ensure the high quality of the feedback gained and the consistence of the evaluation
activities.It also serves a wider function of acting as a general guidelines document for the
project. All the activities scheduled for this phase of the projedhich are covered in the
Evaluation Plajwill be scrutinised.

The Evaluation Plawill continuously be updated as the project evoha&sdAn effective
evaluation plan is a dynamic tool, ordf A Ay 3 R20dzyYSyd Q> GKI @

! DataVaults DoA. Section 1 3.1, Project Concept.
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ongoing basis to reflect changes and priorities over ##iEhe evaluation framework will

continue to be studied extensively and should lead to valuable observations and conclusions
about theviability andthe sustainabilityof the DataVaults platform. The current version of

the Evaluation Plan can be found in Apperidixy R G KA & gAff S@2ft O3S 6AGK

D6.1 set out to describe how we will evaluate both the pilots and the project as a whole.
LINE JARSAE GKS a520dzySyidalraAraz2y 2F (GKS S@IfdzZ GA
defining the various practices for recording feedback from the demonstration activities and
includingasetoftesDl aSa (2 65 SESOdziSR o6& G(KS RSY2yai
The demonstrations themselvesromenceal at M19 (July 2021). This document provides

initial evaluation comingvery quickly into the process of rolling out the demonstrations

across the five sites at M22. This will be minimal in relation &fital evduation. But it will

enableus to check that the technology being developed is going in the right direction and will

work, it willallow usto checkthat assumptions madeabout the project were correcandto

enable us to check all the conditions are rigirtd all preparations are in plade make

progress in the coming months, including whethtte needs and requirements of the
stakeholdersand of the personal data markere being taken into account

Iterations of this deliverable will occur with:

1 D6.4 @monstrators' Evaluation of Beta Platform Version [M30].
1 D6.5 Final Evaluation and Impact Assessment Report [M36]

Here we are starting to fill in the detail of what needs to be done, starting with what we need
to have covered within the first four monthsof the demonstratorshavingbecone active
within the project.

The alpha version asmade available iM21. Itincludes £ £ GKS a&aol aA0¢ Fdzy Ol
specified inD5.2 following the availability of the mock APIs. St thist iteration evaluats
only what we will have available 21, with the demonstration$iavingkicked-off at M20.

The work covered in the first evaluation phase will embrace the creati@momfiectors and

the testing of them. But this does not have a déBrdeadline The intention is to have as
much of it as possible carried out before M24 and so the schedulinbeotlpha phase
evaluationneeded to be flexible.The intention was t@valuate and report the testing of the
WP5 outputs forming the alpha release in a controltgxération environment, and provide

as much useful feedback (and not just debugging ettt focus on user acceptance,
perception of the service, feedback from the demonstrators regarding how DataVaults
benefitsthem etc.), whilst identifying any necessayendments that need to be performed

in the scenarios or in the platform etc.

In this document weeport on using the platform and providing preliminary feedback and
early metrics of what is covered in the evaluation framework set out in D6.1. Givendlrte sh

2United Nations Environment AgendyS @ |  -datefiaardl G Ay 3azé¢ s ohyf AySed | @At o
https://www.unenvironment.org/aboutun-environment/evaluatioroffice/our-evaluation
approach/evaluatiorcriteria-and-ratings.
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period involved, this is not anticipated to be huge amounts. Essentially, we are at a stage
where we are still developing the technology. And so the questions waladheed to lead

with, will concern whether or not the building blocks and the reeefes and background for

the demonstration activity is well prepared.

D5.3is the first release of the DataVaults platform, while it also provides the updated
architecture, the APIs, the user stories and the plan for the next releases. It relies on the
previously collected technical requirements and user stories presented in theddle D5.1

and the architecture defined in D5.2. It also relies on the work performed in work packages
WP3 and WP4, where the technical details of the components have been provided.

As such,dr the purpose of this initial evaluation stage, we willfbeussing only oevaluating
the Alpha release of the DataVaults platform and its components as provided in D5.3.

1.2 DOCUMENT STRUCTURE

The document essentially can be seerhasingthree sections. Thérst sectionposes the
guestion as to whether all thenwisaged preparation work has been successfully carried out.
This will embrace a wide range of questions, including:

1 Whetherthe expected progresat this stageof the projecthasbeenachievedat all of
the demonstration sitegn accordance with what wadanned in D6.27?

1 Have the conditions for having an ethical and privacy situation in keeping with the
prescriptions of WP2 and WP10 been met?

1 Are the identified interactions with citizertmpable of being carried oat each of the
demonstration sites?

1 Isthere sufficient interaction with all the identified stakeholders?

This sections covered byghapter2 to chapter4.

Thesecondsectionwill concentrate on the evaluation of the technical work from WP3 and
WP4, with WP5 acting as the conduit bringinglittogether. The technical approach will be
covered and the results from the technical evaluation of the alpha version will be brought
together. For this purpose, WP5 created specific sdstensure quality of the code and the
required test flows to cowethe main aspects of the integration issues.

This sections embraceal by Chapters.

And thethird sectionwill embrace progress made on a project level and will check whether

the assumptions we have made remain valid. As referred to above, the whole evaluation
framework and evaluatioprocess is a dynamic tool and a living document to be studied and

be updatal on an ongoing basis to reflect changes and priorities over. titage we identified

any changes or new requirements from any of the key stakeholders? Are we learning lessons

NB 3 I NR Aoffefings2 dANIaYy S ¢ S YLK a & af olBgddrpRBdether y (G SN
Data\aults Theory of Change remain trudfid have we any preliminary observations which

we may learn fromin the alpha demonstration phase of the project?
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This sections embraceal by Chapter6 whilst with Chapter 7, we will draw out anyearly
conclusonswhich we can maké&om the evaluation of the alpha version of the platform.

Finally, Appendix 1 willprovide anupdate on the activities to be performed by the
demonstrators which wadnitially set out in an Appendix to D6.1
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2 LEGALETHICAISECURITFRIVACY AND TRUSFATE OF READINESS

2.1 OBJECT OF THESALETHICALSECURITPRIVACAND TRUSTEVALUATION

This section dwells upon the evaluation of the legal, ethical, security, privacy and trust aspects
of the DataVaults technology (platim and App) and of the demonstrators where such

technologies are going to be validated and assessed against the requirements elicited in the
previous stage of the project. In particular, as regard the legal, ethical, security, privacy and

trust requiremenfi > G KS@& KI @S 6SSy 2NRAIAyLEte asSd Ay
[ 2YLX Al yOS F2NJt SNER2Yy It 5Fd4F al yl 3d@pdsedi ¢ | yR
51 GF 1 dzf G§a {SOdzNR G @ aSiK2R& YR al NJ Si 5Sa

surrounding challeges regarding such topics, as well as provided guidelines and hints aimed
at supporting their operationalizatigiboth during the execution of the project and, to some
extent, in the postproject adoption of DataVaults outcomds. particular, the assessmeis

going to befocused in this evaluation iteration or in theubsequenbnes,on:

T [F@8SNJ LY GKS 5F0F+Fdz §a RSY2SeadNlindl@NgG Q LINE
the ethical procedures and the preparatory activities in view of the interaatitth the
citizens planned in the next month¥he demonstrators themselves need to adhere to
GKS 9UGKAOFf FyYyR [S3lFf NBIAdANBYSyGa &aLISOATAC
WSl dZANBYSYy(Gaés &adzOK Fa GKS ySSR océdiresF2t t 25
recruiting procedures, etc.) and to use adequate tools (such as the refined consent form
and information sheet, the use of suitable inclusion/exclusion criteria for the involvement
of volunteers in the demstrationactivities, etc.)

1 Layer II: D&aVaults technology (platform and app)Sect.2.3.), encompassing the
assessment of the components, tools and services under development in the project and
which are validated (and will be further evaluated in the next evaluation iterations) in the
demonstators. This layer includes:

a) The description of théethics and Data Protection Impact Assessment (EPflAg
used at the end of the project by each demonstrator and which will be the basis of
the final assessment of théegal, ethical, security, privecand trust aspects of
DataVaults technology in the different contexts;

b) dtizens' perspectiven aspects impacting the legal and ethical dimensions of the
DataVaults technology (platform and app), to be gathered with dedicated questions
for each evaluation iteration, together with the other ndanctional requirements
questions. Details on how thi OA G AT SyaQ FSSRol Ol 3IFGKSN
demonstrator are depicted in Se@bo Rt d SOGA 2y 2F OAGAT SyaqQ

On the basis of theetwo layers, themid-term and final EL evaluation regarding EL aspects
will be elaborated, with #ocus onLayerl. b), which is the one more useful for the future
development workand for the operationalization of thethicsand-privacyby-desigrand
by-default approachThe evaluation addressed by pogjtcan also be useful, besides for EC
to monitor our conpliance with H2020 ethical standards, also for the gustect phase for
instance through theelaboraton of lessons learnt or blueprint®r DataVaults uptake and
operation in realife environments.
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2.2 ETHICAL PROCEDURMSINTERACTION WQITIZENS ERARATION

Evaluation Questionnaire on Ethical and Legal Aspects

#1Your reason for using personal data

What is your primary purpose for collecting and using personal data in DataVaults?
For which use cases/scenarios do you need them?
Are youreplacing another product or service as a result of DataVaults?

NMMNI44
o™ O
3 E

o

2
O, ~
Braneh

Olympiacos

Our primary purpose for collecting personal data ¢
demographics data is to improve activity data, social media

and preferences from clubs' fans and membersadidition, we

need to collect data from athletes to provide better managem
of statistical reports and better management of their results fr
ergometric tests and medical examinations.

These are reflected in our three scenarios.

With DataVaults platform we will ptace some applications arn
documents from athleteQlata.

I

Piraeus

Our primary purpose for collecting personal data is to :
a) improve mobility around sport venues at times of ever
b) enhance the local commercial market, through the usg
citizenscommercial profiles
c) provide tailored cultural and touristic experiences
tourists and citizens
These activities are depicted in the three sceosiincluded in the
demonstration activitie®f Data\aults.

Qg Andaman
Andaman?7

The first main reason to colledata is to use them to provide ne
features to our users and improve the attractiveness towards
app to bring new users. The second reason is to be able to
build a better health system by sharing part of such data to

partners (with user consehsuch as medical research compani
Data collection is needed in both scenario&/hilst the 1st

scenario mainly concerns the collection for B2B partners,
second scenario aims to improve the Andaman? application.

DataVaultswill improve our existing product.

MW

Miwenergia

Our main purposes for collecting energy consumption data af
be able to recommend eneregaving tips, design PV installatio
and generate energy demand prediction models.

These are reflected in odinree scenarios.

28 y2¢ dzaS 'y SEGSNYI f | LILJX
demand, which could be substituted with our own model train
with information from DataVaults.

Prato

a8 t NI G2 adzyAOALItAGET GKS
personal data for improving mobility services and contributing
enrich the cultural offer in the city, together with the involvg
museums. Use cases are related with mobility, cultural offer
exchange of personal certificates.

©DataVaults Consortium

Pagel3of 71



HORIZON 2020871755¢ DataVaults D6.3 - Pilots Evaluation of Alpha Platform Version

In the case of mobility ad culture, DataVaults might substitut
OdzZNNByYy G F LILINRI OKS&a Ay GKS |
based on the purchase from big data players

#2 Recruitment procedures

Have you already followethe recruitment procedures, including the inclusion/exclug
criteria, described in D10.1 to identify/recruit research participants?

QMg
o™ o,

& as
BIANON

No recruitment has been carried out so far. The recruitm
procedures will be applied in the followinpgriod of the project,
when at least the beta version of the tools will be available

Prato

Olympiacos real users will be involved.
— No recruitment has been carried out so far. The recruitm
N m! procedures will happen in the next months.
Piraeus
v Andamar Recruitmenthas not started yet. The plan is to wait for a vers
of Andaman? app that already integrates at least a small pal
Andaman?’ DataVaults before recruiting any user. Recruitment is there;
planned for the beta stage
. Yes, we have followed everyiterion described in D10.1. Eve
MNIW - ) )
participant has signed the correspondent informed consent
Miwenergia we have informed every participant that their participation
voluntary. We have not finished this process.yet
W No recruitment has been carried out dar. The recruitment

procedures will be applied in the following period of the proje
when at least the beta version of the tools will be available
real users will be involved.

#3 Informed consent procedures

Have you already followethe informed consent procedures described in D10.for
participation of humansPiave you already introduced any changes to simgiéynformed
consent and information sheets inserted in D10.1, in order to make them more inte
to the research paicipants and/or to adapt them to the online environment?

e
o™ O

v,
(o]

Z
O, -
@ e

The informed consent procedure has not been applied yet, s
no involvement of real users has been carried out. No change
foreseen in the already provided form, which is readybe

Olympiacos published and accessible through the DataVaults platform
— The informed consent procedure has not been applied yet.
N 4 m! No changes have been made
Piraeus
v Andamari We started the development and integration of the inform
consent procedure in ouegistration process.
Andaman?

To be able to display it properly on a mobile phone, we will n
probably provide a screen summarizing the conteand
referencing the full version of the consent. During the registrai
process, the user will also receive tkemplete document by
email.

©DataVaults Consortium
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MW

Miwenergia

Yes, every participant has been well informed with
information sheet and consent form.

We have not made any changes to simplify the informed con
yet because we have contacted our participants in a morect
way: via phone and email.

It is still our plan to simplify it in later stages

Prato

The informed consent procedure has not been applied yet, s
no involvement of real users has been carried out. No change
foreseen in the already provided for, which is ready to bg
published and accessible through the DataVaults platform.

#4 Security and privacpreserving measures

Have you already taken the measures for data collection, handling, storage, protg
retention and destruction as describedD10.2, as well as for managing the rights of

]

users?
FROS We carried out an impact analysis on the basis of the platf
: details provided by technical partners. Since the platform at
et Y2YSyid R2SayQi adz2NB NBI feen
Olympiacos carried out, such measures have not been applied yet
Iﬂ! We will handle and store all the information @sscribed in D10.2
Piraeus
% Andamar All security and privaegreserving measures were alrea
integrated in our Andaman? platform/app before tiataVaults
Andaman?7 project.
N\iW Yes, we have handled and stored correctly all the information,
have not yet destroyed any documents because no user
Miwenergia claimed his right to do so
i We carried out an impact analysis on the basis of the platf

details provided by technical partners. Since the platform at

Y2YSyild R2SayQid aidi2NB NBI f
Prato carried out, such measures have not been applied yet
#5 Profiling

In case in your demonstrator profiling is expected to occur, have you already inforn
are you going to inform the data subjects on it, including also on its possible conseqy
according to what planned in D10.2? And in such a case, have you atedaualy the
mitigating measures described in D10.2 to safeguard their rights?

NMMla,
o™ R

V
eppaa®

O o
BIANON

Olympiacos

Information on profiling is already available in the inform
consent form that will be accessed by real users as soon a
platform status will allow it. No regirofiling has taken place s
far.

I

Piraeus

Information on profiling is already included in the inform
consent form to be used.
No profiling has taken place so far.

©DataVaults Consortium
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ég Andaman@

Andaman?7

Profiling is not expected to occur in our use case scenarios

MW

Miwenergia

Yes, we havanplementedall the measures required

]

Prato

Information on profiling is already available in the inform
consent form that will be accessed by real users as soon a
platform status will allow it. No real profiling has takplace so
far.

#6 Special categories of personal data

Have you planned and/or implemented proper safeguards for the special catego
personal data, if any in your demonstrator? Have you planned and/or implemg
adequate measures to ensure that such special categories of personal data will not [
beyond the original purposes?

Mg
o™ o,

» o~
BranoN

We have not planned any safeguards or measures.

Olympiacos
= We have not planned any safeguards or measures.
&) [
Piraeus
é Andaman@ All safeguards for the special categories of personal data
already integrated in ourAndaman? platform/app beforg
Andaman?’ DataVaults project. Only anonymized/statistics data will
collected and stored
. We have neither planned nor implemented any safeguards
M'W measures as we do not have speci [
pecial categories of.data
Miwenergia

Prato

We carried out an impact analysis on the basis of the platf
details provided by technical partners. Since the platform at
Y2YSy (i R2Say Qi thaielindBeedNd applying
such measureabove thosecurrently in place.

#7 Participationto the DataVaults Ethics Board

Has a representative of your demonstrator taken part to the activities of the DataV
Ethics Board (meetings, opinions on deliverables relevant to ethics and privacy, plar]
adequate countermeasures, etc.) and broutte specificities of your demonstrators to t
attention to the other members, as described in D10.3?

MM ag,
o™ O
3
3

o
IS

O o~

Yes, we have attended the Ethics Board.

p=r

Piraeus

Yes, we have attended the Ethics Board.

©DataVaults Consortium
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v Andamar Yes, specificities wermmunicated during Ethics meetings a
through deliverables
Andaman?
. Yes, we have attended all the Ethics Board.
MW
Miwenergia

Prato

Yes, one representative is member of the Board and actively t
part in the board discussions, for example as far as comiems
methods for public administration are concerned.

#8 Positive impact on people

demonstrator?

How?

Have you considered the positive effects on people of the implementation of

Are you making things better for society? How and for whom?
Whichindividuals, groups, demographics or organisations will be positively affected

How are you measuring and communicating positive impact? How could you increag

M4,
o Op

Olympiacos

Positive effects that we hawansidered fodata owners and datg
seekers. The club will provide marketing campaigns and u
analytics.

Moreover, we assume that the demonstrator will contribute
I NAAAY3I YSYOSNEQ | ¢ NBySaa

and will empower users in maintaininge control on their datg
sharing.

We are planning to use survey tools to measure such impacts
to disseminate results through social channels :
communication media.

- |

AT nEwAR w

Piraeus

All scenarios are either targeting the improvement of the life
citizens and tourists (mobility and tailored touristic/culturg
experiences) or the enhancement of local economy (empowe
local shop owners and entrepreneurs). We are planning sur
in order to measure the expected positive impaas,described ir
the AF of D@mVaults.

-~ Andaman
Andaman?7

Our main objectives are improving the app to help users to t
care of their health and ease collection of data for companies
build a better healthcare system for the future. We then aim
have a positive effect on our user§atients), healthcare
companies and ultimately the whole healthcare system.

The KPIs we are planning to measure should help having a
of those positive impacts

MW

Miwenergia

Yes, we have the intention to provide users with useful eng
efficiency tps while educating them in awareness of renewa
sources and efficiency use of resources. This will not only be
the individual but will also be good for all society because we
reduce the impact on the environment.
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Positive effects migharise both for all groups of citizens and dg
seekers (munipality, cultural institutions,and fiscal service
providers) in the improvements of public and cultural services
in the facilitation in the management and sharing of persq
certificates. Moreover, we assume that the demonstrator w
O2y GNROGdzGS Ay INRaAy3I OAGA
management risks and will empower users in maintaining
control on their data sharing.

We are planning to use survey tools to measure such imazanucts
to disseminate results through social channels :
communication media active in the city.

#9 Negative impact on people

Have you considered the possible negative effects on people of the implementation
demonstrator?

Who could be negativebffected by it?

Could the way that data are collected, used or shacadse harm or expose individuals
risk of being radentified?

How are limitations and risks communicated to people (both people whom the dal
about and people potentially impaad by their use)?

What steps can you take to minimise harm?

How are you going to measure, report and act on potential negative impacts of|
demonstrator?

GO We do not foresee any negative impact on people, related to
g three scenarios anthe type of data collected

%,

Olympiacos

We do not foresee any negative impact on people, related to
=t 4 Im three scenarios and the type of data collected.
Piraeus
” Andamar Negative impacts are not expected by the kind of data collec
that is planned during oulemonstration.

Andaman?’ Of course, the fear of sharing such sensitive data will stil
present. During the whole demonstration, we are planning
communicate with users in the most transparent way to convi
them their data are secured.

Any report done by aser at any step of the process will be tak
into consideration to reveal and fix any harm.

IV\iW We do_ not consider the users will face negative effects from
collection and use of their data.

Miwenergia The users will face some difficulties just as attyer user of an

innovative application such as DataVaults. We intend to |
them in understanding the use of the platform and make
adaptation process as short as we can.

We are not foreseeing any particular negative effects on pe
and thetechnical solutions put in place in the DataVaults tools
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Prato NBI a2yl of @& LINSE @Sy i 0dKS L
identifications.

Nevertheless, the survey tools that will be adopted in the o
demonstration phase might possibly highlight negative intp:
perceived by the users. Should this be the case, spe
countermeasures will be put in place accordingly.

#10t S2LJ SQa FSSRol O]

Are you routinely building in thoughts, ideas and considerations of people affected i
demonstrator? How?

Whatinformation or training might be needed to help people understand data issues
Are you going to establish proper interaction mechanisms with data subject
communicating them their rights and notices, answering their questions and pro
further infarmation to them about thelata processing?

Are you going to use some specific functionalities of the DataVaults platform and ap

t S2LX SQa O2y iNROdziAZ2Y YAIKI
3 some feedback process related with tHemonstrator activities
o or& for example through specific surveys but also social m
Olympiacos campaigns managed by the administration.

The topic of personal data sharing is increasingly important
some specific communication and training actions could
carriedout through social media and institutional channels. At
moment no specific communication tools are included in

DataVaults app/platform, but should this happen, we will consi
this opportunity.

2 S XLy G2 Fail ¥F2 NktiozabesIeiher
|m standalone or through the Data\Mlts platform.

a0t newAn

Piraeus

v Andamari Any spontaneous feedback will be collected at any time
answered as quickly as possible through our support platfg

Andaman?’ Such feedback will be done by email or through the Anaaif

app.

In addition, we plan to ask feedback through questionnaires

to users registered to the demonstration via email or

DataVaults app when the functionality is ready

MW 2 S L Fy G2 al F2N dza SNRa aldos
be available for them to contact us via email or phone if they h

Miwenergia any issues.

At some stage, we will carry out the questionnaires through

application itself.

t S2LJ SQa O2y iNAROodziA2Y YAIKI
some feedbaclprocess related with the demonstrator activitie
for example through specific surveys but also social m
Prato campaigns managed by the administration.

The topic of personal data sharing is increasingly important
some specific communication and trainirggtions could be
carried out through social media and institutional channels. At
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moment no specific communication tools are included in
DataVaults app/platform, but should this happen, we will consi
this opportunity.

#11 Privacyfriendliness

Do you perceive DataVaults as a privérogndly technology?

AMNL4.
" o,

Olympiacos

Yes, this igssentialljthe purpose of the DataVaults tools.

~ Yes, we consider DataVaults to be a privii@ndly technology.
I
Piraeus
v Andamar Yes, the platform is built tde privacyfriendly through the
combination of multiple tools that ensures the purpose.
Andaman?
N\iW Yes, we consider DataVaults to be a privii@ndly technology
Even though, it collects sensitive data, it is required consent f
Miwenergia the users to sharehem and with the anonymization he desires

Prato

Yes, this iessentiallythe purpose of the DataVaults tools.

#12 Societal Impact

Fromyour point of view, Wwat segments of society are expected to benefit most f
DataVaults deployment?

SN,
o %

Olympiacos

Potentially, the benefits provided by DataVaults are expedtte
be felt bya wide number of segments in society, since the topi
personal data management and sharing is currently increag

importance at all levels
~ From our point of viewbenefits are expected for both the dai
N 4 |m users and dia seekers as described in DagaMs. Data users, i

. our case citizens and tourist, may benefit directly from
Piraeus compensation mechanism and indirectly through f{
improvement of their everyday life (mdhly, touristic/cultural
experience} while data seekers, in our case the municipality
the local trade association will benefit in terms of having an e
tool to acquire much needed information for strategic plannin
v Andamari From the healthpoint of view, the main segments that cou
benefit are both patients (to be empowered with their data a
Andaman?

contribute to better care and research) and the medi
research/medical care companies that run clinical trials.

DataVaults platform should brgna powerful tool that will eas
recruitment and data collection for such trials. Given the fact
those are usually built to bring better health for everyone, 1
whole health system should ultimately benefit from it

©DataVaults Consortium
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MW

Miwenergia

From our energy point of view, people who are responsible
their homes and who are not very educated in energy efficie

and renewable sources will benefit greatly.

W

Prato

Potentially, the benefits provided by DataVaults are expecteg
a wide numier of segments in society, since the topic of persg
data management and sharing is currently increasing importg
at all levels. Of course, since DataVaults is a technological so
connecting digital data source, it will address those using di
devices and accessing digital services, who represent certair

ever growing part of the population.

2.3 EVALUATION OF THEAMAULTS TECHNOLOGY

At the core of DataVaults is the provision of safe, secure, private, fair, legal and ethical
mechanisms fohandling personal data. Therefqrthis aspect of the Evaluation Plavas
designed to ensure that we conforta everything that has been promised in these respects.
Tablel below sets out how we propose to do this, indicating the metrics, success catetia

data collection process.

Metrics:
Description
of indicators
towards
assessing
progress

Objective

Citizen experience

C.1
Improving
Privacy Ris}t
Exposure
Awareness
for
Individuals
when
sharing
Personal
Data.KPI

currently
zero

Cc.2
Improve
ment of facilitate
Individuals | risk
Knowledge situational
on Personal awareness”
Data Safe

guarding.

Did this

Measures of
change: Success
criteria

100% with
introduction of new
methods.

Delivery of the
Platform and of the
Dashboard.

Individuals engaged
on the platform will
understand better
how to share and
safeguard their
data.Show an
increase.

©DataVaults Consortium

Data Collection
Methods and
sources

collection

The privacy risk
metrics dashboard
will provide this
information, as
opposed to the
current situation
where no such
data is available.

From date of
availability of
dashboard, as
appropriate

Verified through
the ASIS vs. TBE
evaluation in the
demonstrators
through surveys,
interviews etc.

Surveysand
interviews as
appropriate

Frequency of data Alpha phast

evaluation

Not for
alpha phas:t
evaluation

Not for
alpha phas:t
evaluation
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Didthe
DataVaults
system
contribute
C.3To 0 build
overcome
trust and
reluctance
to personal overcome
the data
data
sharing
. . reluctance
services via in sharin
DataVaults . 9
their
personal
data?

Individuals will be
educated on how
their personal data
can be used, while
also enjoy

2 6y S NI remuneration for

this, resulting in a
trust building.
Use of service

Did these facilitate both privacy and trust
preservation and &s there been an

Improvement in Trust? And TOC1 Have we giObservation from C1, C2 and C3.

improved control and awareness of how a

OAGAT SyQa RIFGEF A& &KI
C4
Increase of
the value of
personal 100% with
data : .
. introduction of new
attributed
methods.
back to .
currently Currently no value i
owners .
KP| Zero attributed to data
Are owners, and with
o DataVaults his will
individuals
. change.
receiving a
fair share
of their
data value?
Develop
C.5To ment of 100% with
develop user ; .
g ) introduction of
privacy friendly . )
. ) privacy metrics and
metrics privacy : .
. information to the
that are metrics,
data owners
easy to whose test
. . through easyto-
understand  will occur in understand privac
for data the next . P y
. notices
subjects phases of
evaluation
C.6Has the 100% with the use
personal of the personal app
app been by individuals.
successfully Currently individuals
used by do not feel fully
individuals comfortable in

©DataVaults Consortium

Verified through
the ASIS vs. TBE
evaluation in the
demonstrators
through surveys,
interviews etc.

Verified through
the DataVaults
methodology and
the ASIS vs. TBE
evaluation in the
demonstrators
through surveys,
interviews etc.

Verified through
citizen testing and
ASIS vs. TBE
evaluation in the
demonstrators
through surveys,
interviews etc.

Verified through
citizen testing and
evaluation in the
demonstrators
through surveys,
interviews etc.

Surveys and Not for

interviews as alpha phas:t

appropriate evaluation

Not for

alpha phast
evaluation

Surveys and Not for

interviews as alpha phas:t

appropriate evaluation

Surveys and

interviews as

appropriate

anacy_ Measures to Not for

determine the alpha phas

susceptibility of dea pha ph
evaluation

or a dataset to

revealing private

information.

(https://arxiv.org/abs

/1512.00327)

Surveys and Not for

interviews as alpha phas:t

appropriate evaluation
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for storing,
collecting
and sharing
data and
what was
their
experience
here?

C.7Was
the
personal
app
consent
mechanism
clear and
well-
received?

N/A

sharingtheir
personal data with
personal data
platforms.With
DataVaults this will
change, thanks to it:
functionalities for
user control andhe
fair, transparent
share of the value o
data (trust building
and acceptance of
DataVaults)

The consent form
and information
sheet already
provided for each of
the demonstrators
will be refined and
updated in order to
adapt them to the
online environment,
the layered
approach for
consent
management
described in D2.1
and the indications
coming fran the

9 5t Gualines
05/2020 on consent
under Regulation
2016/679Version
1.1 (2020)

Legal Ethical Securityand Privacyaspects

R14Gt SNA2Y I f
platforms shall ensure
respect of prevailing

to remain in control of
their data and its
ddzo aSldzSyi

R.2.a X
and practical
arrangements of data
sharing should be

NB 3dzf | G SRPE

Is there compliance with list of
legislation and allow data requirementsidentified in WP2
subjects and data owners

The approach and key choices related
/ 2 Y RA (i 7 the Smart forthe fair and secure
personal data management have been
defined in T2.3 and is under
implementation within WP3, WP4 and

WP5

©DataVaults Consortium

Verified through
citizen testing and

L Surveys and Not for
evaluation in the . }
interviews as alpha phast
demonsrators appropriate evaludion
through surveys, pprop
interviews etc.
Section 2.3.3 The design
hereunder shows the of

state of achievement DataVaults
of the requirements  technology
set in D2.2 and D2.3, is taking intc
including compliance account the

with the applicable  requirement

legislation. s set in WP:

Section 2.3.3 The Data
Sharing

hereunder shows the
state of achievement
of the requirements

set in D2.2 and D2.3
including compliance

configur
ation servict

has been

developed
and will be
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with the gpplicable integrated ir
legislation. the next
iterations

R.3.Has there been a

contribution to the Basis This will bereported NoRor

for Privacy, Ethics and This will be part of Lessons Learned. in D6.6 alpha phase
evaluation
IPR?
Do we contribute to and are we aligned with:
Several data ethics guidelines have be
central to the design and ongoir YESThe
development ofDataVaults technology current
such as the EDHAEDPS Joint Opinic design and
03/2021 on the Proposal for a regulatic ongoing
of the European Parliament and of tt implement
Council on European data governar ation of the
(Data Governance Act) Version ! DataVaults
(March 2021), the EDPS Opinion 7/2( technologic:
& a S S tha ghallenge of Big Data. A ¢ | artefacts
R.4.Ethics driven for transparency, user control, dal This will be further 2 319ned
guidelinesand privacy & LINB G SOGA2Yy 0@ RS& assessedand reporte Wltt::.the
security standards (2015), as well as the Open De¢ inD6.4 and D6.5 Zri\I/Zi
LY)\_u)_\I-u)\_@SZ _ 2 KA guidelines
f)rgam_satlonS nawgate ethical concer and privacy
in thelr, data prfatctlcesw A(2017) an'd tvr & security
a5 aF 9 0&ASS NI B/dZA R standards,
as resulting
. . : in the WP3,
Prlvagy standards for information WP4 and
security
. | WP5
(https://www.enisa.europa.eu/news/eni .
! deliverables
sanews/privacystandardsfor-
information-security)
YES.
DataVaults
technologie:
already
developed
and under
The design and ongoing implementati developmer
of the DataVaults technological artefac t are
i i ' - L ir
R.5.Fundamental Rights grssid:;sgbb}/[)ggmtess * vafjgih This will be further Spﬁgtlsd N
and Wellbeing i 0 y i PP ass_essedmd reported European
enriched with the Protection Goa iy D6.4 and D6.5 P
method, as described in D9.2 and in D values, for
respecting
fundamenta
right of the
data owners
and
promote
their welk
being and
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R.6.Is the personal app
compliant with EU
regulations and national
laws?

R.7.Did we provide an
Ethics monitoring
framework?

D2.1 and D2.3 provide thdentification
and description of the regulatory
sources relevant to the DataVaults
components, personal App and cloud
based platform, together with a series ¢
mandatory and recommended legal
requirements to be met

D9.2 Sect. 2escribes theverall ethical
policy of the projectSuch a Policy,
besidesdescribing the Fairness &
Privacyby-Desigrand-by-Default
enriched with the Protection Goals
Approach, comprises a snapshot of the
ethical procedures and responsibilities,
the definition of the oversight
responsibilities (DataVaults Ethics &
Data Protection Officer and DataVaults
Ethical Board) and pliminary
considerations fothe elaboration of the
comprehensive Ethical and Data
Protection Impact Assessment
methodology to be use within WP6,
RdzZNAYy3d (GKS RSY2yal

©DataVaults Consortium

This will be further
assessed and reporte

empower
ment, as
resulting in
the WP3,
WP4 and
WP5
deliverables

YES. The
DataVaults
technologie!
already
developed
and under
develop
ment took
into accoun
the relevant
legal source
and are
compliant
with them.
Further

in D6.4 and D6.5

N/A

assessmen
of this
aspect
needs to be
performed
in the
following
stages of th
project,
once other
outcomes
will be
finalized

YES
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R.8.Did we successfully

adoptnovel trusted and
securityby-design data
mining, management,
analysis and sharing
techniques?

Furthermore,D10.2 section 3.1.1
provides a comprehensive ethics risk
SOrtdzr A2y GFotS |
activities. In addition, the Ethics Board
has been set, including independent
expertise, ad is operating withstrong
interactionwith the technical team.

In line with the
approach and
techniques set in
WP2, these aspects

R.9.Have privacy analytic
methods been provided

The approach and processegere were initially covered Not for
outlined in T2.2, where also the key by D3.1 ar)1/d will be alpha phas:t
technological choices were taken. y Do .~ evaluation

further addressed in

D3.2 and D3.3,
besides in the next
WP5 deliverables
Details on theapproach angrocedures
for data collection, storage, protection,
retention, and destructiorto be
implemented by the DataVaults tools Next WP3. WP4. WP Not for
(app and platform) arand will be deliverables  &Pha phast
evaluatin

and tested?
further provided in the technical

deliverables released by the DataVault
consortium in WP2, WP3, WP4 and W|

Tablel: Overall evaluation of citizen experience and bégal, EthicalPrivacyand Securityaspects

Three instrumentsvill be used in the next evaluation cycles to assess these aspects. They will

be described in the following sections

2.3.1 Ethics and Data Protection Impact Assessment

CKS 90KAO& YR 514l tNRGSOUAZY

LYLJ OG ! aasaz:

2F NAala F2NIAYRAGARAzZ faQ NAIKGAZ FTNBESR2Ya

protectionlaw (GDPRY R y I GA 2yl NBIAYS4&0:

YR SUKAOLI f

The assessment methodology regarding the risks for the personal data will be conducted
following the indications oArticle 35 sec. 1 GDPRiking into account thaature, scope,
context and purposes of thgrocessing operations in each demonstrator in view of evaluating
their impact on the protection of personal data, ientify and reduce the data protection

3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of naturalvibrssgerd
to the processing of personal data and on the free movement of such data, and repealing Directive 9%@&fEf&l Data Protection

Regulation)

4 DataVaults D9.2 Ethics and Data Management Plan.

©DataVaults Consortium
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